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1972 Ethernet used at Xerox PARC

1980 Consortium of DEC, Intel and Xerox announced the Blue Book

1982 Version 2 of the Blue Book issued.

1982 1SOC RFC 826 definition of the address resolution protocol for Ethernet

1984 1SOC RFC 894 definition of 1P network using Ethernet links

1985 |EEE 802.3 (slightly incompatible with v2)

1988 IEEE published a collection of supplements.

1988 1SOC RFC 1042 definition of 1P network using IEEE 802.3/LLC links.

1989 1SO 802.3a Ethernet for thin coaxial cable (10Base2).

1990 |EEE 802.3i Ethernet over CAT-5 Unshielded Twisted Pair (10BaseT).

1990 |EEE 802.1D Ethernet Bridging.

1993 10BT Hubs and Bridges have become a common component in LANS, and start replacing 10Base2/10Baseb.
1993 |EEE 802.3] defines Ethernet over Fibre (10BaseF).

1995 |EEE 802.3u defines Fast Ethernet (100BaseT X, 100BaseT4, 100BaseFX).

1998 100BT Fast Ethernet has become a common component in LANs (100BaseT4 was not widely adopted).
1998 Full duplex mode supported in Fast Ethernet.

1998 |EEE 802.3z defines Gigabit Ethernet over Fibre (some years later in 802.3 ab over UTP).

2001 |EEE 802.11 (wireless) and Gigabit Ethernet have become common LAN components.

2006 10 Gigabit Ethernet over Category6 (10000BT) UTP is availablein commercial products
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Ethernet Fast Ethernet

IEEE standard 802.3 802.3u
Data rate 10 Mbps 100 Mbps
Duration of a bit 100 ns 10 ns
Access technique CSMA/CD
Longest packet 1518 bytes
Shortest packet 64 bytes
Address field length 48 bytes
Topology Bus, star, tree Star, tree
Supported media Coax: 10BASE5S

Twisted pair: 10BASE-T

FO: 10BASE-FL Twisted pair: 100BASE-TX

FO: 100BASE-FL

Max. network span 4520 m 412 m
Max. TP cable length 100 m 100 m
Max. FO cable  '€N9th HDX2) | 56900 m 412 m (point-to-point)
Max. FO cable  1€n9th FDX2) 1 5600 m 2000 m
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Data transfer
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Establishing a Connection with a Peer System
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TCP Sedquence and Acknowledgement

Source | Destination | Sequence | Acknowledgment
Port Port Number Numbers
| received # 10.
now send #11.
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Electrical data at 20 oC:

Impedance 50Q+2Q

Relative propagation speed 0.78

Attenuation at 10 MHz <16 dB/km
at 5 MHz <12 dB/km

Transfer impedance at 10 MHz <0.01 mQ/m
at 5 MHz <0,1 mQ/m

Loop resistance of 500 m segment <4Q

(inner and outer conductor)

Permitted permanent current on screen conductor (Al) <35 A (DC)

Insulaticn layers,

wellow

white

Grounded

screen
(sohd aluminum) /

Cluter conductor (not a screen!)
(braided copper)

Inner condustor /
{sefid copper)
¢-|¢jYJLZg§lAWE.¢M\P2.5 el 5 93 o ako filas oS 5 08 S35 LS Sl eslaal s
el 03 8 abie g 2025 Jol g 53 b sy Koy sls 6l ke ol (5l dEL 25 I o e
55 Joate jsiia 5 51 ol enl 00 Cuglie &G &S 505 Hsie 5 4 5L 727-0 LS slgnl 5zl
s ortorlgn (St b s b S 28 51 B0 am &S W s o Sl Sy b S0
D IS s ke Jeate Lol sla 5 5SS Lol jan 4Kl ol gt 5

. Terminating resistor
M coaxial connector [

s [ ) -

Coakial double coupling

Bus cable
(yellow cable)
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AUI Cable (<&
727-1 Drop Cable
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Connector on DTE

Connector on transceiver

] . Direction
Stift-Nr. | Signal Tr DTE
Collision (+) | >
3 Transmit data P
*)
5 Receive data | N
*)
6 Power supply P
G)
9 Collision(-) | = - >
10 Transmit data S
()
12 (R)ecelve data | N
Power supply P
13 (+)
1,4,8,11,14 Screens wire
pairs
Connector casing Screen
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e.g- Optical Switch
Module (OSM)
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ITP installation cable

gﬁ,«su,{ry@;v @ls Aib e Screen ks glyls s SISTP &) gy 5 o21 100 LIS -y
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Pair 2 jwhitelorange)

Pair 1 jwhieblue)

Quter sheath Surrounding braided Blind elements
{green) shigld (tin-plated copper braid) (pair 1)

F,/j') | DOSEM HEMERS SIMATIC HET IRDUSTRIAL ETHERRET ITIF 801 B20-08H1
Ll
Pair shield —/

(plastic lamnated
aluminurm fizil)

Iater markar
{consecutive number)

Plastic fo
Blind eleme:
{pair 2}
Cable categories EN 50173 CATS
DC loop resistance maximum 124 ohm/km
DC insulation resistance minimum 5Gigaohm/km
Attenuation/100 m a 4 MHz maximum 3.6dB
10 MHz 5.7dB
100 MHz 18.0dB
Near end crosstalk loss a 1--300 MHz minimum 80dB
(NEXT)/100m
Characteristic impe-dance a 1--100 MHz 100 ohm+/- 15%
100 --300 MHz 100 ohm+/- 45%
Transfer impedance a 10 MHz maximum 2m ohm/m
Structural return loss a 1--100MHz minimum 23dB
100 --300 MHz 15dB
Longitudinal conversion loss minimum 43dB
Capacitance unbaance pair to maximum 3400 pF/km
ground
Dielectric strength at 50 Hz effective value
-conductor/conductor Imin 700V
-conductor/shield 1min 700V

Sl o Ve dsb e ST b 5 1l 5o 0 10 5 0 8 sle ) ST L okd el oy g BIS” )
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I TP standard cable 9/15
ITP XP standard cable 9/9
ITP XP standard cable 15/15

Connector
insert

Kowurled screw
Casing

Cable clamp

el ol

Al 0L 15 Cross Coasy XP aulS™: d>od

Connector insef——

Casing

Dummy plugs

@-pin sub D male

a) Pinout of the ITP standard cable 313

Metwark component
Functicn Casing, Shield

n

?

-l
RD —
RD- —8 |i—
TI:H—p—{E- -—
TO- _.j.; ._wh'rle

2-pin sub O male

b} Pingut of the ITP XP standard cable 3%

OTE Cazing, Shield
Funclien |
{DTE) |Pin
O+ - I 3 » blue
TO- |10 g wihite
RD= —I 5 g
RD- 12 |g—o| white
Zaoding jumper for | g
converting AL il -
port &

15-pin sub O male
&) Pinout of the ITP XF standard cable 1313

e B

DTE
_GCasing, Shield__ Pin | Function
L "E I+ o+
hite &0 | TO-
orange 85— ros
hite
v 2— RD-
] ICCC ng jurnper for
= Iccnverl ng
! IiU WP port

15-pin sub D male

Metwork component

["Funzticn
Pin |

2-pin sub O male

DTE
™™ Function
(DTE)

—a 3 l_-|_TI3+

10 —a-TD-

L] :— RO+

12 —RD-
& lCcding jumper for
_  converting

[: 7 I.-l..JI.'ITP port

15-pin sub 0'male
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TP Cord k™
A5l o eslizad L6 (e

Outer Surrounding shigld Star quad
sheath Y itin-plated copper braid) L
‘___,) SIEMEMS SIMATIC NET INDUSTRIAL ETHERNET ITP —
Plastic laminated
aluminum foi
Inner gheath

polyprogylens (PP
Gl odeT s et 5 (S S Sluaseiin

W PN MJGJZA Ve J}l@ﬁ;bb ﬁ)df‘))b“M‘Q)MTPCOrd
TP cord 9/15 with a 9-pin and a 15-pin sub D connector
TP XP cord 9/9 with two 9-pin sub D connectors
TP cord 9/RJ45 with one 9-pin sub D and one RJ-45 connector

TP converter 15/RJ45 with one 15-pin sub D female connector and one RJ-45
male connector

ol ST 035 Cross sdias oL XP 55 b s

Cable categories com-plying

with EN 50173 CATS
DC loop resistance maximum 252 ohm/km
DC insulation resistance minimum 150 M ohm/km
Attenuation/100 m a 4 MHz maximum 6.4dB

10 MHz 9.9dB

100 MHz 33.0dB
Near end crosstalk loss a 4 MHz minimum 53dB
(NEXT)/100m 10 MHz 47 dB

100 MHz 32dB
Characteristic impe-dance at 1to 100 MHz 100 ohm +/-15%
Transfer impedance a 10 MHz maximum 100 m ohm/m
Structural return loss a 1to20MHz minimum 23dB

20to 100 MHz 23 dB -10log(f/20)
Longitudinal conversion loss minimum 43dB
Capacitance unbaance pair to maximum 3400 pF/km
ground
Dielectric strength a 50 Hz - effective value
conductor/conductor imin 700V

-conductor/shield imin 700V
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Metwork component OTE
Functicn I P _Casing, Shield Pin :_ Functicn
RD+ —|| 1@ — o e T
turguinis
an. - : quoise .0 e To-
O+ —wd5 e K :— RO+
violet
TO- —&-—{9 vio'e ®|i2— RO
E: 8 :Coding_umperfc'

8-pin suly O male

a) Pinout of the TP Cord 9413

Network component

Functicn

7 converting

AUUITP pert
" P

15-pin suly O male

Casing, Shield

8-pin sulb O male

b} Pinout of the TP XP Cord 99

DTE

Fumction | Pin
TE:+—I-—| 1
- — 2
RO+ I 3
RD-— @

o

Network component

Ier mction

|— =D+

oin sub D male

etwork component

———————————— minl Functicn
white F R | R0+
turquorse alc RO-
blue = la— T4
|
vialet o ore To-

|

R.J-25 male

¢) Pinout of the TP Cord 3IRJ43

Metwork compeonent

Function ||F'in
RO+ |
Ao- —I
TE+—P—I 3
- —* &

[X]

R.J-45 male

Casing, Shield

wWinTe

turguoise

blue

violat

12— RO

8 I Coding jumper for
converting

=
" T AUNTP port

| I
15-pin sub D male

d) Pinout of the TP Cord 13/R.J43

[E YR - g
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TP AP standard 2/9
TP cord QIRJ45
T27-1 drop cable

. Tnaxial cakle
. Fiber-optic cable (FO)
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1. ITP standard 9/15

3. TP cord 9/RJ45
4.727-1 drop cable

5. Triaxial cable (727-0)

a8 b B BT paz &S8 6S jo s S5 ghilen 5 il (o3BT 5 Jsiar b o 2
s )3 Castade &) ey 551 888 65 655 Ol (o LELM e W ey STl ol 5l 131,40

Port 1 Port 2 Delay Equivalent Variability Value
ITP ITP 190 m 3BT

AUI ITP 190 m 3BT
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Mode 2

1. ITP standard cable 9/15

2. ITP XP standard cable 9/9
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Port 1 Port 2 Delay Equivalent Variability Value
ITP ITP 190 m 3BT
AUI ITP 190 m 3BT
cP 140 m 0BT

(sl oaT 5 Jguder 53 WELM sliw 4 4 5 b 4K B1S7 (6l s obiledl Jsb ull o

Nuénl_t:\z of Path Variability Value from Remaining Cable Length
Node 1 to Node 2
2 140m+190m+190m+140m 3860m
4 140m+190m+2*190m+190m+140m 3480m
8 140m+190m+6*190m+190m+140m 2720m
11 140m+190m+9*190m+190m+140m 2150m
12 140m+190m+10*190m+190m+140m 1960m
13 140m+190m+11*190m+190m+140m 1770m
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Part 2 about link status
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Pin2 Collision in CI-B

Pin 10 Transmit DO
Pin11 GND.

Fin 12 Recsive DI-B

Fin 12 Valtage +12V/05 A
Fin 14 GND

Pin 15 not used
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1. ITP standard cable 9/15
2. Fiber-optic cable (FO)

)2 OLM 348 1) ooy Sl sl s (Cascade) 5,87 s ELM 5 Olse 51, s OLM
OLM 3 sl Fr 5l 28 ol a5 Sl dsbre b dlis Sy Cosgitonn i, K )13 (5
OLM (55, S3FO &y 4 FO Soyp 5l s 5 6Bit Time Jsts FO 4 ITP &y 5l bts
ar g dEl eade VY 5 dade Gb O e JBOLM s luw ol pls Gl 3Bt Time Jslae

AsL »0BitTime glylsCP o yl8 &8 554

Number of Path Variability Value of Node 1 to Total PVV
OLMs Node 2
6BT+6BT 12BT
6BT+2*3BT+6BT 18BT
8 6BT+6*3BT+6BT 30BT
11 6BT+9*3BT+6BT 39BT
12 6BT+10*3BT+6BT 42BT>40BT!!
Mode 1
|

4520 51 5 aslous Jslns 56 Al SSELM (gl &7 8y b Sl 0¥ a0 IS I b amlons sl

Wl edsT 5 gk

Port 1 Port 2 Delay Equivalent Variability Value
FO FO 260 m 3BT
FO ITP 360 m 6BT
ITP ITP 190 m 3BT
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L aSs Bl (6l obilasdl 5120 Sl 20 VP s CP )lS Soygy Lt b dislae Sl 4l @ 4 55 L

Wl odeT 5 Jsder ;3 OLM 5l @ 4 55

gﬁ:}l:er of Delay Equivalent from Node 1 to Node 2 Remaining Cable Length
2 140m+2*360m+140m 3520m
140m+360m+2*260m+360m+140m 3000m
8 140m+360m+6*260m+360m+140m 1960m
11 140m+360m+9*260m+360m+140m 1180m

Al Jibee iS5 S 355 08 OLM 33 o (555 b Sl ol 53 815508 Joaze (S0 )
W3l aalsl b a3 bl o s sl g edd s Sl 55 55 D) Sk

osiles Sl 535 8 eslinl (S5 S b b b 5 S 53 LELM 5 OLM 015
.:ﬁM(PCrO$J{\§Ja..~}5}L§U:§HQ)MELM LOLM O:{JL.AJB_,&:A“\.::.,\:.ZJQ):J

1. ITP standard cable 9/15 4.727-1 drop cable
2. TP cord 9/RJ-45 5. Triaxial cable
3. ITP XP standard cable 9/9 6. Fiber-optic cable (FO)

.zjluugslg.i.a&,&)ﬁ)l::%(SBitTimeL“?SWJM,\:JQLLJIJMW&LlJQ

Node 1 --> Node 2 Delay Equivalent Variability Value
Node 1 140 m 0BT
OLM 1 (ITP/FO) 360 m 6BT
OLM 2 (FO/FO) 260 m 3BT
OLM 3 (FO/ITP) 360 m 6BT
ELM 1 (ITP/AUI) 190 m 3BT
Transceiver 10m 3BT
Transceiver 10m 3BT
ELM 2 (AUI/IITP) 190 m 3BT
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OLM 4 (ITP/FO) 360 m 6BT
OLM 5 (FO/FO) 260 m 3BT
MINI OTDE 100 m -
Totals 2240 m 36 BT
Remaining values 2280 m 4BT

Lsasls b 555 & el (63l Olioal) S o875 87 sl K5 (550505 0152 OLM. a5

Node 1 Node 2

“ i |
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Highest bus Redundant

1 load in network  mode = ON

-::ﬁn ';‘-L£1 -::ﬁn C.‘-Léd_
b 00 aL 0
]I‘_EDD m ﬂE ;4:: m EE 500 m_E.ﬂE 4 600 m ﬂ

1

1000 m

Shortest section Redundant line
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ASGE
sl gl w3 Active Star Coupler L ASGE

ok 0T Gy Ol5 o SVsde Ooyguay oS
Juasl 5 51> )13 10Base ¢ 5 51 &5 5 o8

5,5 sl S ol

O S eslizal bt ¢ yze 6,8 5153 0T (535 45 QWL st ai SlS S s
LSl Ll b G5 b B 5 Bl o S0 L ITP IS Triax LIS« Jlast L6 ol le

ol sl s 5 55
e 338 5 te b Slwbs 53 ol p3Y oS ol Variabiilty Value kil 4Bt slls ASGE

:)‘}Q)de)g))ﬁ}a&w&)\f@‘;’éﬁc J.)l&a}?l: 4;.19_’;‘,&

1. ITP standard cable 915 4, T2T-1 drop cabla
2, TP cord QR-4E £ Tiaxial cable
3. ITP 2P standard cable 99 6. Fiberoptic cabla (FO)
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@5 Sl b 40 Ollore
LK s Sl U a8 alses lgldl 0T 5 o8 s 0LES 15 10 MbPS o &5 51 4K 05 IS
.\:.S‘_,’_Uljsﬁ.bl.;,tv.nl{uNode (‘f&%‘#w 36 Jslee 31 j2e s Bit TiMe acslowe .ol a3
5 S s sl sl 13 Node3 sNodel ST Jke O sim 3,50 Soypwo o Slgiledl 4 4 55 L

el oka T iy J gt

Node 1 --> Node 3 (Cagbllzi;:qr;)?g)] Delay Equivalent Variability Value
Node 1 140 m 0BT
Nodel-OLM 1 100 m

OLM 1 (ITP/FO) 360 m 6BT
OLM 1 -OLM 2 400 m

OLM 2 (FO/FO) 260 m 3BT
OLM 2 -OLM 3 250 m

OLM 3 (FO/ITP) 360 m 6BT
OLM 3 -ECTP 3 80m

ASGE (ECTP3/ECFL2) 225 m 5BT
ECFL2-OLM 7 100 m

OLM 7 (FO/FO) 260 m 3BT
OLM 7 -OLM 6 200 m

OLM 6 (FO/FO) 260 m 3BT
OLM 6 -OLM 5 300 m

OLM 5 (FO/FO) 260 m 3BT
OLM 5 -OLM 4 300 m

OLM 4 (FO/ITP) 360 m 6BT
OLM 4 -Node 3 100 m

Node 3 140 m 0BT
f:g?ec’f the lengths 1830 m

Sum of the delay equivalents 2625 m

Totals 4455 m 35BT
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.3 ge3 S o (Factory Setting) Lol Olebes 4 |, ELS ok o

Wl Jloyl 55550 el @1 Lo T W ELS U 5 87 515, 1, E-mail olobs o

S ELS W by IP LapsT 058 5505 L Slwtsl 55 5,5 55, 1, WED Sy w zws @
aax I ELS Calises gl s g 31 Ol 2 (Internet Explorer ssbe ) <l Browser

.3 ga3 03lzswl Diagnostic (sla w9

ESM
S 535y o S Fast Ethernet 1, om 3,05 ELS aus 22856 Electric Switch Module L, ESM

5,5 Redundant dal> 55 13T 0l 5 o &5 S TELS w0 s 0T

b Laaly gbs i 3 b 1T Ol Js 5,00 o5 Sg s Sl (S SISy 6lols ESM
© 5,5 J& Ji 5 (Optical Media Convert ) OMC L of s 1, ESM 5 (K85 505 Joate 555

s e 0lis ol 100 Mbps (¢l SS SJ
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100 Mbit's
/ Fiber Opli
max. 3 km

Ll

ﬂJd}b})bQTCybﬁl«uES’\A ‘_;‘5)CJJ_’{‘>|M

Port FC Port RJ45 Maximum Maximum Digital Inputs
distance ring span
between two with 50
ESMs ESMs
ESM ITP80 8 - 100 m 5km 8 x DC 24V
ESM TP80 - 8 100 m 5km 8 x DC 24V
ESM TP40 - 4 100 m 5km 4 x DC 24V

Wl odeT 35 B35 Jader 534S 505 5 g Jlaws o (34,55 &l e 5 (g5ld b ESM YL ,s
S b e Ol g A las 03liznl ESM (gla s 5 o 51 il st 58 Joie Lllin 5 ol a0 a8 Sla (63555
web based 2556 sl,l> ELS 4.5 ESM .l E-mal Jle sl 4 ¢l L1 gz ESM S35, &S Ol
Sl

SILELM Eou ys 4T and 5)ls 5l 5ESM (VL 53 0T sldlue 5 457 3,05 5L 24Vde «.0ss ESM
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Joos Calizen Llos ESM S 4 a8 J same Sl 5338 sl |y ilises 6la (655050 5 Ol 520 ESM L
sl 5515 8K 5 b sl S35 Ol ESM s Sl eslizal b 5,800 S8 oslew (6550 5 350
.3 gas

ESM b b (39909

devs I A 5V o s Sl ke Gl gl 5 S bl b S n s Olse WESM 0587 6 b
S ESM IV &y 4 ESM 8 SIA Oy s njfu;no.uwﬁjkjg.ijafj}kjm.:wmu;w\
brﬁ;b&&yd}b‘, sVl ESM j}ﬁoﬁ&gd}bﬁ}fbd&b_‘);.»&‘}a&

AEL o kS
e ET40)
ﬂ m[l]lﬂ]m]]ﬂ 2 ITP XP standard cable 9/9
3 TP cord 9/RJ45
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ke 530N ands y3 1y 8 8 LI FESM (YL ;5 S RM ol L Dipswitch sk ol

N | sw

I O

off on

Redundant (&3993¢

G55 o> Standby Sy st Jos KA 4 ESM 3 55, Standby  slgss Sdns ol 03
5 ghan e Sy 395 ol g &S (il 05 S B Jgb sl 55l G VL Cad 53 ESM
Ll e B ﬁ){u

Jé b ESM I S g5, Sthy ¢l L Dip Switch 038 on L. s Standby Al S| s
233503 sy Condy ren @2 ESM (sl dade DL OSM (sl 1 5805 cnl 25 JSCs pie
T 03 Bl o By ladb 5 das i il 5 5 Jols ol St e 5 6T o g (30 Ll
K Lo g 33) AT (or e 53 Sl (b ol g 405 D) 3 Sl L)

(s = b op Conds 51 SyNC

Synchronization oshble

Seandby master L Seandby sleree
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ELM/OLM LESM ooy
03l (S 5 o) s kE 525 5 5 iz 10BASE Loy 1S OLM S ELM L1, ESM 0l

.)}«J

Fast Ethernet o 4G (Sl Oy (&

L}Q)ﬁb‘)FasEthe’net E‘Mu\a}&@wﬁw@j‘é‘ja)jf‘4§‘5|&«:6uc)}l§

L5 10Mbps L Lais 45 dab dls 3o (gl oiS s gdees Ol ST ST s s Jsls 100Mbps

Aas o 35 10MbPS s b1y 555 Sl e WL ol S

b Sl ol algT sle Sl 4 Ly e bkes T £ 55 L s g0 (nio S5 gla )

.c,.wta.x,zu\.s’;uTCP}ISO;,y);rﬂ;;la,aj:.;;‘_;.\;.wgﬁjg)ﬂolﬁﬁ

S e S IPADress L g . ias o i 1, TCP Las L )87 & 5

LS o Syl 15 1SO-ON-TCP K5 sl &

s feate syl Profinet b
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ol 3Y ol Ol K gile b LS 55 555 PG L byl 53 5,15 SIS 4 (b p g 4 e
o%TéL&}a})JdLﬁauﬂ‘};aéwto‘jdﬁuTé|j‘)‘;ﬁ\>6lﬂu&&bw}‘ubj)ée})k&:

PLC 89, CP Slegislm by (39 ol
PN | ISO | TCP/IP | ISo-on_TCP IT
CP343-1 X X X
CP443-1
CP343-1 Advanced X X X X X
CP443-1 Advanced
CP343-1 Lean X
PC 59, CP Slgisl sy (39 pa!
Slot | PN | ISO | TCP/IP 1So- IT OPC
on TCP
CP1613-A2 PCI X X X X X
CP1612 PCI X X X
CP1512 PCMCIA X X X
CP1616 PCI X X X X X

uh‘aﬁcw%fubb}aaﬁfbbjﬂls'% QW‘&))%«A&‘J:&JS&L&Q)K‘?J:

100Base-FX (518! corw (S13=10-1

sl o (Backbong) Csle 5 aSs Ol sim T o &K 5 Aid (555 100Base-FX e foluy
Optical _aiss) ORM 5 ( Optical Switch Module (aiss ) OSM 4 ol ool (slgilall
L 50/125 .5 Llsiwe o5 Conl (gl aieds filag opl 6l s (655 ud . Aes (Redundancy Module
S I e 561300 T dsb Losl Jles cplasl & fos S 62,5125 b

Do pd alous 5 el 53 Sl 03V Ay 53 o Usb as STl dnlons 3

3 3hen 033 ABIKM v y b (03 Sliaseian 53 &8 13000M 50 J b (sl b DS Ol e =)

2 ghea o3ls MHZ*Y KM i (05 Sliasein 53 a5 b Wil sl -Y

O e bbb 58 Gla 3 Ll ple Sl ol ols 5 s 53 G5 b 6l BB nolie Slame Ol e
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VoY
Fiber Type FO Power Loss Bandwidth Max. Length
at 1300 nm Distance Product
50/125 <=2.6 dB/km >= 500 MHz * km approx. 3,000 m
62.5/125 <=1.6 dB/km

>= 500 MHz * km

approx. 3,000 m

(212 2 ORM 5 OSM T w058 S s onl b

e

cp

R

| &

ITP installation cable

OsSM
e e S35 53 oS Sl Ko g bl L (51 4wy Optical Switching Module |, OSM

3355 S (100Mbps)

335 Sl ITP S Sy 5 F (61,15 OSM
5100Mbps LFO slg )5 Cnl (655 &y

s o a5 IOMbPS L ITP sl

e.qg.: optical
switch module
(OSM)

(1
m%wm' . .

CP g
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e.g. Optical Swite
Module (OSM)

]
PO,

ITP installation cable

ST7-300 CP 488

PC/PG with Ethemet
P

Forexample: Optical
Switch gdule

[ —=]

HMI station with
Ethernet CP
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OSM b oaliis! b6 sl S3989 95
BUS Sigfe o

1. ITP standard cable 9/15
2. TP cord 9/RJ45
3. Fiber-optic cable (FO)

o bw 399998
-.‘Lﬁ{ -JLEJ -JLéA
00 00 0 |
ITP standard cable 9/15
3 ITP XP standard cable 99

Fiber-optic cable (FO)
727-1 drop cable

—
3&1‘3’0 . Triaxial cable
CEM
TP
ELM M ELE
0
4
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Sl S

Redundant & gy Jlait
LT Glg, s 5455 15 Redundant <y sua; OSM i S5 505 o odalion o5 S5 55 &7 shailes
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Mﬂ ﬂ—| Synchrenization Cakle MW q

OSH 7

1. ITP XP standard cable 9/9
2. Fiber-optic cable

Radundant paths

o -154

0f

K

ORM
Sy Iy b OSM - 015 o OT Lowsi oS Cewl (gl alwy Optical Redundancy Module L ORM

(.55 WOLM (¢, L Redundancy |5 JS& 53 4= 5 ) .3 S e5lizwl Redundant

Sos s 93 shls ORM.s,ls ,f 5 Redundancy ad> s 1, OSM sue 50 b 0ly .« ORM |
Sl gl a2 o8 Jlasl 6], 100BASE-FX

235 5 Wl5 0 ORM S5 L (5,5 b &l 2 o

1. ITP standard cable 815
2. TP cord 9/RJ45
3. Fiber-optic cable (FO)
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P ekl
$C ez PG Operation 1-Y
3L 3590 HI P S Y-V
MAC Address & yb 31 LUyl Sly G S S0 F-Y
IP Address & yb 3 LUyl Sly G S S0 E-Y
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$Cwuz PG Operation 1-Y
L2 2l gn e 515 shs planil PG Lo 5 457 el Slles PG Operation 1 sl

Download e
Upload e

&Q%,Onlineg;:.-.é) odalin o
S o.U-:MuﬂL @}J‘fx Q)K&QUSB Q)ﬁﬁd«é:-ﬁ PCadapter é{f’Aa‘jdﬁMH‘

W 3590 1P CSew Y-V
PC s s
s il CP1613 wile saio )8 Wil 5 oo Syl5 cplnyls gy Co S L8 a5l e
olimal b g 5 Jseme 3514t 8 Sl el b s b )87 ol 3l enlizal 45 ol )1
s Download/Upload 0l 55 o 5,15 3525 s CPU (g5, 0n-board & ses <57 LAN &) 5
.;I;(al;u'\u_:\i%..:c
Step7 yiple asl e
A I5 3,8 o F S e s s i SUSH s h e ST Simatic Net i a5 e

P

PLC: Ca s
53, 4S7-400 I, CP443-1 5 S7-300 (51, CP343-1 wsle & 5l S &yl 4 5L @
AL 3 0T 4 ds 5 edd ai S
by bl
L8 4 PC Jlail b o8 55k a5 = CPU (5, MPL &5 s PC o Ll 4 5L @
S b 1ol 55 sl gaie 851 b g LI 015 es dlob PLC (g5, &5 51
595 LS 43 1) CP &,l8 CPU b 544 34kls CPU & MPl Lu g 55| Cdew (gkn
Byl LU S 51 G b 5015 (o i e sl 2 Dot s il
(Cates ) &5 31 B 4 55ie 51,3 loasites PLC S350 Syl8 5 PC o byl S

4 &G S sde 53 35 o3lizal g L HUD I ST s 0 ls 5L CIOSS &) poas



V4

giae €5, 3\ b PG Operation

3shes s PLC S35l S8 s HUD o 6 K5 s HUD 4PC o (SO o™ Catteb S

S (oo 5L 5 4

MAC Address & yb 31 bLisl &lg G Ko JoIpw F-Y
Ssere Sl bzl PCyy ol> CP343-1 &5 51 &, L S7-300 g PLCﬁf@ué}

ZV:A:@(alqdlrvéqrv\E\)ﬁj&lf (AJL,U:_,?)QTJLL:IL’CP1613Q)156Q):)|::_,?)

_ SIMATIC Manager - Test_MAC_Address

File Edit Insert PLC Wiew Options ‘Window

w20l N

'Ei"‘ Test_MAC_Address (Component yiew) -- C:

Test MAC_Address
SIMATIC 300(1)

iy
Dee-® % g | dada Do ¥
=0 UR
1 PS5 307 !«
2 CPU 31
X OF
g
4 Al4E0
5 General Farameters l
4
e ——— | Set MAC address / use |SO protoc
:I:I [0y UR MAL address:
Slat Module
1 |[@ Ps307Es
2 CPU 315-2 DP _
s oE IP address: 140.168.0.1
3 | Subriet mask: 285.255.255.0
4 A14/40248/8Bit
[
7] Subnet:
£ | - niot networked ---
El
10|
n |

055, ¢SS sl ¢ Simatic Manager (gl 1 -
Station 300 o3 S 5,05 5 s

5L HWconfig b Hardware s 5, ¢SS™ Jil> ¥
3CPU 5 45 e g RACK 0357305 52
23 NN O, 058 5yl e LS e
CP-300 45 yazes

3 g0 Sk 55 JSB ASle (sl o ey dl s ol o
Jl & Set Mac address « 8 0T YL s &
)13 55 IPAddress oT ool 53 Js Sl
e 3l Sl g 55 4y (S b4y S pl g
Syl 53 AS Sy e 15190 Lis 8 S

> el i IP Address cus ol s
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Properties - Ethernet interface CP 343-

General — Parameters ]

W Set MAC address / uze |50 protocal

WAL address: Q0-0E-8C-31-BC-42
IP address: 140.168.01
Subnet mask: 286.256.256.0

Subnet:

- riok networked - Mew...

Slot| [§  Module

PS 307 54
CPU 315-2 DP
el s

Order number
EEST 307-1EADD-O&A0
GES7 315-2AG10-0ABD

N|—‘

&14/802:8/8Bit
CP 3431 Advanced-T

BEST 334-0CE 00-0440
BGKT 343-1Gx21-0<E0

m|u1|4=- [ ]

Set PG/PC Interface

Access Path ]

Access Point of the Application:

[Standard for STER 7]

Interface Parameter Assignment Used:
|PC AdapterMFI]

FC Adapter|futa) a|
P &dapterMPl) J
C Adapter[PPI)

PC Adapter(PROFIBUS) Jﬂ
j__ . A .

4

CP &5 &5, Yseme MAC Address -¥
oy 53 503 ,S Cblasl 1T Gl ol i
5 035as Jlab |, Set MAC Address a5 5
OT sl 03 1yl 03,8 Cadlasly o8 (o sT
V:S@ei:lfNe\NL;})W.v:;f@;)|,
skl Ethermet(l) (o5 i el b ol S5
oyl 4 CP oyl8 Jlast 05,8 OK L 5 54k
©soMAC Address B .55 8 o )l 5, St
SOT b 58 Ol JB CP o)
30T Ol (o o 1,55 (sl 350 0k STl
sleas 55 4 5,57 Cw, ON Line Sl
25 el odalin (Guny

35 el odalie |5 dlo e JoSS I g F
oy 53 B sy Ol 3 CP )8 &
S e cpl 53 ss e sl HWeonfig
jjjr.\:«)'wr?{@d;_l;.alf}aﬁsﬂjéx.:
=S Jeole Olabl sy Sy 5o s

03,8 3 I,MPl &y sPC s Lt
Set ks s USB Adapter b 5l S
(PC Adapter s 5, PG/IPC

SCPU (g5, kS 5 5035 Joos LPLC wdis
JASOp Camsy 53 1, CP S yl8 (g5, IS
HWeoNfig Jasws 5115 (s S e oot (o0

g’T‘f ZETHE

<3y s LED Q)ﬁ.aul:n)ljéRUN-PLlRUN Caxdy 53 1, CPU (g5, LIS bﬂ\bbﬂdt&\{—9
Hia &) panl b 53 A8l 55, STOP L SF WLiCPU (55, oS (0 osBSCP 2,18 (655 5 CPU
5503 3 b 5 45 Diagnostic Buffer 531, 0T e zusls 45 5505 5 Gl S s

,ul{&&})Stop 8ﬁ.)4.5§\3r.:fuﬁu’.n)ﬁ‘)CPQ)KW}Q}S\@‘JDJICPU C,.:&-.é})f‘
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55 b5 CP yl8 Shsyls sy M 0T JUasl 53 L CP &8 (655 Sy gmaisl b 53 o gl SF

MEL By O SF WL 5 Sl s das HLERUN s 5315 0T (55, IS

Cand 33 5 03,5 ¢SS Jils CP &8 (g5, HWeONfig ,5 Consl 515 5 MPI Jlas! g &Sl 55V

.VT{@&:KRun <., Diagnostics

Properties - CP 343-1 Advanced-IT - {RO,/55)

General ] Addreszes ] Ophianz ] Tirme-af-D'ay Synchronization ] IF Access Pratection

IPConfigurationl Uzers l Symbols] DS F'arametersl FTF

todule Diagnostics

Start zpecial diagnostics

g ad o Ol | CP &ylS Curdy oS i dal i sl OnLine b= s 5 K dile (gl o ey

| PROFINET ¢ Diagnostic

Fun...

Lol 3 b ol 515 s otaline 45T 5 Sl J1 3, MPL 5 b 510N Line blsyl jse oS 550

@NCM S7 Diagnostics - CP 343-1 IT 0/5 00-OE-8C-81-6C-A2 ONLINE l

%[ | Hilar| 7|

Diagnostics  Operating Mode  Diagnostic Buffer

Yiew Options

Help

Industrial Ethernet
Time of day
Operating Made
C-PLUG
Diaghostic Buffer
Connections
ﬁj 57 connections

# 57 Connection-01
ﬁj TCP for PROFIMET CBA,
FROFIMET CBA

Online Path

Interface: Industrial Ethernet

57 subnet 1D of
destination natwark:

Rack: 1]

General Module Information

Address of gateway:

Address of dest. station
network attachment:

Slat: 5

00-0E-BC-81-6C-A2

Additional info
Hardware version
Module type
Module version
Order number

Boot Romv 1.72.0

1

CP 343117

w110

BGET 343-1GX21-0<E0

Zé}éeﬁd{:J:

55y osked 5 olaw uST s MAC Address Jsle CP oo, S” wledbl Modules Jisw j5 @

Gb 5l il s g 5e 8 (65, MAC Address %ﬂft.;,@ﬁWQTJmUQ)@l

25 Iy Cens OT 4 015 (oo 0 2 0

odalin |y gre S50 9y s B sla Node Ols o~ Industrial Ethernet i~ 55 e

ls 1 Sk 65, PLC S5 b b oyl j5 &85 S
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VY

RUN L Cwl STOP &5" ws 1y &ylS Cunid s 0§ o« Operating Mode s ;5 @

.3 505 odalie Diagnostic ise )5 0l5 # 1,CP O, 4 by QY&;I,LMI;'C, .

sl 0T (6l oy p 5030 S Sl PLC i o s U5l 4y b g CoOnnection 2w, o

G IMPL 3T &S5 (61,13 CP &, l8” aSaus T ol o zws LEMPL 55 b 51 G5 gb o oy 4SSl e
General i, ;3 Offline &l 55 HWeonfig ;s CP &,l8 (55, <SS L 5™ ol Backplane Jlas!

L UK 5,8 sdalin 5T Ol e

Properties - CP 343-1 Advanced-IT - (RO/S5)

IP Eonfiguration] Users ] S_l,lmbols] DS Parametels] FTP

| PROFINET | Diagnostics |

General ] Addresses ] Optionz ] Time-of-0 ay Synchronization ] IP #ccess Protection ]

Shart Description: CP 3431 Advanced-T

57 CF for Indushial Ethermet, PROFINET 10 controller, 150 and TCPYIP <
with SEMD-RECEINE and FETCH-#RITE interface, long data, UDF,

TCP, 150, 57 communication, routing, module replacement without PG,

with ‘\web server and E-mail, 10100 Mbps, fized MAC address, j

Order Na./ firmware

I arne:
Interface
Type: Ethernet
Address: 140.168.0.1

MNetworked: Yes

Set PG/PC Interface

Access Path l

Accesz Pont of the Application:

[Standard far STEP 7)

Interface Parameter degignment eed:
|ISEI Ind. Ethernet -» Realtel RTLE1ES/81

B < Mote ”
[EHI50 Ind. Ethemet -+ Realtek RTLE
FC Adapterfuto]

FC Adapter(MPl) L
< >

BGKT 343-1GX21-0<E0 /1.0

Froperties...

Backplane Connection

P Address: r

3CPU 4 CP o,5 Dululid a0 ol b -A
Sl 3 0581 Al el OT Condy (o
=S Jlé PG Operation sl 1, & 31 bl
PC Adapter (sl Set PG/IPC ;5 ;I8 sl sl
1 PC (555 o1 4 il b &, MPI
Set PG/PC Interface 05 5™ 5k L .piSn ol
) st sla 4y §PC (g5, il D) 6l
Gk 5l LU sl Coda O g .(.Tfsuuuauﬁ
ISO 4  swl <wl MAC Address

S ol au§ 355 Ol Industrial Ethernet
IP Address 4 Ly » &l s g5 ,5 TCPIP L

.MM‘Pa:‘}cA&jTJx{Jw
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Select Node Address

Over which station address is the programming device connec

Flack: I__I_I
Slot: I__I_I
o
~

Target Station:

Enter connection to target station;
MAC address

| | cP 3431,

Accessible Modes

Module type | Station narme

Wigw

Select Node Address

Wwihich module do vou want to reach’?

Fack: i _I;I

[+ Local
[ Can be reached |

Target Station:

Enter connection to target station:
MAC address Maodule bype | #

giae €5, 3\ b PG Operation

o JbL HWeonfig 4 |8 4> plrsil 51 ey -4
5 o Dk oo I Olabl (gl 3 8
3bls 00T 5, &S L oS LSS 1) 5kl
MPI Address sl 5siws alb &S (gl o 2 5o
43 el |, MAC Address s sl s <
SIS L il Cays SV &S S5 o
31 Accessible Nodes Ces js view (g5,
sdalie |y Led o iws 53 S Lley MAC
MAC oS Brw bl o3 o 58 ol
Al sl g olss Le2s PLC 4 by o Address
e S5l G b 5 B O s
Ol$ (o 5 o4 oal 3 MAC Address L
3133, i1, CPU (555 MPL &) b bl
L oasbT 5 sy Joe o5l wg dm 4 ol

315 plovi
Ll oo S s [y Upload Jes 08710
« 8 PLC (s ;I Simatic Manager ;s
L A ol 1 Upload Station to PG
35 dm g s plnil ) 5547 Jos HWconfig
Slot (sl 53 el 3 58n alb &S (gl o 2 s
o 250 s L CPU 4 by e OBl o jlads
Ly s MAC LusTView gy, oSS L 0T 5
Ol 5 4bT 5 ods AL PLC (g5, CP &) &

335 2k

Ol oo 6L Cnd o 2w 53 L2ie CP )8 LT 5 LT L 53l (gl 4S5 Olabl (gl p (JS 55k =1

I 40 2y .3 S Ol | Display Accessible Nodes « § PLC (s 52 3| Simatic Manager s

ol dal g onls ioles (CP oyl K Jle ol 53) o 2w JBCP o )8 5 4T s 55 Online

lekas 53 JEIL 3403 3 s SVl 3 JSKEIL A osls iuled s o ot S
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SIMATIC Manager - [Accessible Nodes

21 File Edit Insert PLC Wiew Options  Window Help
O & | &7 ey
- %Ej Accezsible Modes Blocks

- 343-1-Advancedd T

+ Blocks

ol 03 Sl pdy 0 ONLine Cuns sy odali 5 55LT 5 5460 Slass 5 SVl Coms Sy g 53
el L O E 55 b 3l 5 OVl aes Sse
Y B0 3 )P Co Cand s O sl ON Line Ll 55 HWeONFig 5l oslizd @
OT @ls i »le s Diagnostic Buffer b s> s Module Information o s odslie @
Simatic Manager ;> OnLine = ;3 CPU =15 gls oS Cu odalie @
3 el S s el 038 e @
S ks Db gme 03 S Hsle o
Hold . 5 4l , 05 S Debug o
s 5T 05 S Force L Modify L Monitor (¢l , VAT leslizal
Ll g 21 23 g e 0l 5 &S S50 53 5 Lol OUS ol Ly Sl )l G g8 3l g0 g 25
..ghs»t,»dy;\Step?C\;.‘_;wbgK\,u?q
55 PLC 400 ¢S5 gl 390 st o b SIPLC 300 & & PC Jlasl a0 by o i 4w 3 5S6 4T
i a3 51Vl el L3 oSt &5 51 Lo 5 PLC i 3l 13 S Ll L ol Jlgie a4 s
opls dab adls 5 &5 51 CP QJK&{:(M{JAL;})&AJ:L.aM@rAQLAPLC &l 5!
PC 351 &gy L sl ot oo/ o &S5 sla S5 4 CateD oS 4 &G LIS a5 bn )
6 6l S sy Oles & Dy sabl 53 Bl Juate i/ Ol Sop 0 S 4 S B G b Sl
35 550 gy Sy L PLC 4an (gl y MAC Adress i eslizal b 1) &5 51 4802 0l 5 o0 s 4 PLC
Db g 55 OIS 4 S
S Ol a1 .S s 15055, ¢S 431, W PLC plas 5 b Simatic Manager 3055, S5
o Tdn ) 58 ad o 8 13 )ls 3 s Ll el 31y Calibes (gla 055 55 S L PLC 058
(A5 Al oyLal gy ol e
S gy LB pss Oler 4 s 035 odu S, HWeonfig 51, b PLC Pl Il s @
2l Jhaze Ethernet(L) e s 51 6Ks ¢SS 4 1 aed o dules Jlnb [, MAC Address s 51
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MAC 3T Col o S &y ol |, MAC Address sl (Sen CP sls )8 Sl o

0T 035 GOST O18S s p3Y 5 ol 53 4y ammie 35000 315 b LIS (555 b5 53, 51 &S
sls dal gt 5518 st O g 1T SEEOT L1531 p 5 355 3,15 (6,185 kst 81 sl

SINEPIo asly Sl g sy 4G S 1 Oliabl (6 131 s (s Sy ST plesl 51 ey @

- M -
OT 43 55451 > HWeonfig o > YL Configure Network EQ}QJ S, 05,5 S 5 b

Save and L;,)eﬁgftiigcmh}@ajl&;aﬁ_q@;t@«:ﬂfm&:ﬁ&\.@%\
.N}J&@(\AGAAJ):T):%)WA)?) r,\pleompiIe

Ethemet(1]
Industrial Ethemst

|

SIMATIC 300{1)

|

Sl SIMATIC 400(1)

5 . i 1
"||||| 5L | 3431 "””l 34z 3431 T
oF Advanc oF 150 rl””
H 'E |m HE ®E @
2 2 2 2

C 355 315 T 51 el a0 4 MPL Lo 5 Sl Sl 03Y W PLC 15 S (5 S 51 g @

4 PC Adapter Jlasl b 5 Cusl 5 osl 87 dil odd oS MPI (clgs s g0 o ol &5 5 51 8
533l plnil L PLC G S w1y bl Jas dbas 61 01y oo by g1 SS iy S e

Select Node Address

5% plasl G NEPIo. Lases 51 kil 5 o 5 5kls ed
PLC 4 Ll Cdmw (san S5 35005 plesl 1 my
4:.4?3\.366::”4;&)&;-!;)}:;@),5 la

| Enter connection to target station:

Lk oy Jeoy 5 b LI Jlail Caasy Lo

MAC address Module type e W
e . . c

O0-0E-BC-BI-6C-A2 CP 343-1.., o 202230 o S b/
&9, ), Set PG/PC Interface r_12.. 3yl e dan
otk e ()14 180 Industrial Ethernet

08-00-06-30-07-B 3 CP 3431 oas Online L s AT b suls p8a 3

| 00-0E-BC-81-BC-42

CF 3431 Ad... []

g;.w:.‘)é ‘)CP dLﬁ C)}K rl.».’; MAC J)JT

Lo r.:.ai}s- Display Accessible Nodes
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o) I s 0T gt S s Netpro 5 PC Station a5 4 (s 5L PG Operation s 5,5 ;50 &5

A dal g S5 0T ol e dn o Jozb 53 45T Sl IHIOPC sl slas 508" sl s L8

IP Address & b 31 b5l Slp S e ol 0 £-Y

@y S IPAddress 5, b 5l sl e |) CP343-1 25 51 0,87 Olea b (LSPLC 300 087 (o 155
35 b3 Gl & Gl pd AL e b nl 51 PG Operation Sllee oS 7 (o1 4,5 oS
1y Sslite b o (sla o (S5 03,5 03L31 7 Ol 4 B o aliin )90 55 5 ol J5 I s Bkes
bl o s

Station 300 &3 S 3,15 5 e 053, &G sl « Simatic Manager (gl 1 -

S8 05,8 3yl e L«;)Kﬁu}CPU,‘u‘ch;aRack 055 5,1y 3 HWeonfig 0s 57 5L -Y
CP-300 45 yozes 5 3 &5 5!

Ll o Jlab S acdl) 03,8 U 2 1, Set Mac address «y S s sin b oS (slo iy 3 d e ol )
s IPAddress $1.08 osyls 1 5,50 IPAdrEss 0T ol s3s Sl (A i slom] e
MAC L &ily o bis 5 &S o Syl L TCPIP L 550 yl8° a8 csT KLt 5,80 jalb o ey
.S, Address

Properties - Ethernet interface CP 343-1 (RO/S5)

General  Parameters l

¥ Set MAC address / use 150 protocol

MAL address: |DB-DD-DE-D1 -00-00

¥ 1P protocal is being used

IP address: [140162.05 Giateway
{* Do not use router
Subnet mask: |255.255.255.D
™ Usze router
Address; ,7
Subnet:

- tiot hetworked -- Mew...

ESIP Col olis 2d 5 55 S8 (655 5 S K58 e yaT &G MAC Address (s, IP Address
S IP K o S Do 23S s ) ade a 0T ol Ol e 5 Dol ilate )T
u:sjfjlm))b s~ Subnet Mask 4 IP J:;'JJI;J::;J\)\«;TJ}:w«f;%ﬁweﬁ:“;&bnet
Olgins 1T StEP7 iy W3S oS 55 syl 1 esls b 5 S 1P Aol S 4w . s, Class
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) Sl asle s S el 1S s

IP address: [140168.05 Py

Do not use router
Subret mask: |255.0.0.0 o
Object Properties {2775:821)

The addrezz or the format of the subnet magk that you
entered iz not comect,

sl 255.255.255.0 L, 255.255.0.0 Ll 5 .~ Subnet Mask o5 cs! 358 JISCa!
05 (o# Jae Ethernet(1) S|y o,l8 5 SIS New S35 e IP bl 1 ey
HWeonfig ) last 5 25 et 1 Olab! Bl 50,3 Y

MPI 5 b 5l gds S 035 5 5kis-F

CPo,l8 5CPU 03 S RUN s st 3 5 pke 51 Olialsl 5CP 5 CPU G LED (om0
Caad 53RUN (55, SIS 5 CP IS (55, ¢SKUS™ Lils LHWEONfig ;5 CP )8 Candy gy o —F
NCM S7 oz Sledb| odalin 3 Diagnostics

TCP/IP (5, Set PG/PC Interface r.}u -V

Set PG/PC Interface

Accesz Path l

BE TCPAP -> Realtek RTLE16S/8111
TCPAP[Auto] -» Realek RTLATES, »

£ | *
j)jﬁ)bMLeMr:M&‘_g‘j%;‘Pc m.]ayjnlp wJJT w}j—l\
Start > Run > cmd ., >
|Puw)bToMum}ip00nfig )}A’M}gﬁb}}&:ﬂ)bﬂ)dﬁ&dﬂhs‘s‘oﬂ)éw

= C:A\WINDOWS\system32\cmd.exe

operable program or batch file.

C:“Documents and SettingssuserB4>ipconfig

Windows IP GConfiguration

Ethernet adapter 192_.168.08.2:

Connection—specific DHNS Suffix
IP Address. . . . . . 192.168.8.2

Subnet Mask . . . . . 255.255.255.98
Default Gateway . .
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%J‘MQL&W"P uw)bTﬁoj)\.F gl}::ﬁlpconflglall D5 %U\{oﬁd.;wh)::;x
.b}NGML’LAﬁJ‘JMAC éPwJQT

IP S L OTIP 9IS 5 ods oo 11 sl o oo Sm 450 b Bl sl jisels S8
Control BE )Kd‘.’.‘dlﬁ'))b A}g-}stnaMas( )lp (..‘.'L.J'M)l:.’ Q)M|)>.\.:.L46§1CP Q)K
.ﬁ@rl,,g|ﬁ;d§\:,\;ul,&ﬁfgu:u,muu,Network 4 b5 ,« Properties ;545 5 Panel

sl OLSS LT Subnet Mask  Js sl PLC &S IR o psTL s IP o psT
4-192.168.0.2 Properties 7]

General | uthentication | Advanced)

Connect using: Internet Protocol (TCP/IP) Properties
HZ Realtek RTLE1E8/8111

General |

This connection uses the folla You can get IP zettings azsigned automatically if vour nebwork, suppc

%= PFROFINET 10 BT-Prd thiz capability. Othenwize, you need to ask your network. administrato
: the appropriate [P settings.

= SIMATIC Industrial Et RRIGR .

S Intermet Protocal [TCH

{7 Obtain an P address automatically

£ (&) Use the following IP addiess:
rstal U IP address: [192.168. 0 . 2
Description Subnet mask: | 288288 288 0

Tranzmission Contral Protoc

wide area network protocol t Detault gateray: |

|
|
|
L 5 Ol s Al S ys SV 5 Sl o o I 6 ST -1
Start > Run>cmd ., >
AV g s 2 HCOP SIS m Aaia IP o psT OT (3 53 5 ot (o SIS L PING. 2 0 sy 55
sor aen S als s s VLAl b Olade 53 JISH 1003 50 Request Time Out play b july o

:ﬁjdi;z.\i;ﬁbsl)Replyfrom plag il o
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C:\WINDOWS\system32\cmd.exe

C:xDocuments and Settingssuserdd4>ping 148.168.60.1

Pinging 148.168.8A.1 with 32 hytez of data:

Reply from 14@.168.H@.1: hytez=32 time=2Zms TTL=6H
Reply from 14@.168.H.1: bhytez=32 time<ims TTL=6H
Reply from 14@.168.H.1: bhytez=32 time<ims TTL=6H
Reply from 14@.168.H.1: bhytez=32 time=1ms TTL=6H

Ping statistics for 148.168.6H.1:

Packets: Sent = 4. Received = 4, Lost = @ (Bx loss),
Approximate round trip times in milli—seconds:

Hinimum = Hms,. Maximum = Zmz,. Average = Hns

oS s S 3l 5 03 8 e SUHWOONTIG 4y 55 T b go 5 b o S 4l 51 g =)

RSN PERN R B (G-t PP PP ARG S A P

Select Node Address

Ower which station address is the programming device connected to the module CPU 315-2 DP?

Rack: IG
Slat: IE
T arget Station: ' Local

{~ Can be reached by means of gateway

Enter connection to target station: |
IP address | MAC address | Module type | Station name | Maodul
140,163.0.3 00-0E-BC-81-6C-A2  CP 343-1..

< | .

33 S W dal g uS 1SS S Sles 5 4ni 1, OnLine Sl s Upload 4 by e gl o 1Y
55 o ABMAC oysT Glu [P )3T SV aes

o 3> & Gbuds gt by g e 39 T IP Lu g PLC i 058 a5 o i Y
e oo 1335 OT ,185 511 Al e s o315 MAC Address

Ol o PLC> Edit Ethernet Node s s 51 Simatic Manager s « <ozl K5 S35 b6 <S5G0
BB 5 S a6l oty 5 et L S s s foame Kb 4 ST Llus IP L ysT (ot o

:J).!..\Abﬁ-o_l.bum
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Browse Network - 2 Nodes

Stark I | IP address | MAC address Device wpe | Device name

140.168.0.5 0&8-00-08-5D-07-B5  57-300 CP SIMATIC 3000

140.168.0.2 00-0E-2C-31-BC-42  S57-300CF CP-343-1-Adv

S Y

CP1613.A;5L»:W&j\&\«:)lfj‘a:wwlc)y):uwfsMa\ﬁ&@@]&ﬁ,&&itw

5,5 o plal 2 Ologe



a0 S 1 1 31 i y5sle —A

Py Jedde
OT Sl 51 § <Ky Hgilo 1-A
W 3590 31 P CSew Y-A
MAC Address & ,b 31 (S o fol 50 YA
[P Address & ybo 31 (s S S0 £-A
Simatic Manager (& ybo 3l WIinCC Olbld sl (o ;< 0-A



o 3,5 o o 5\ Sy snole \YY

OT Wbl 5l § &Ky ygiilo 1 -A
5;MKHMI;t,}ﬁu.;weﬁwu;t&};mw,PLC e il e iaw opl s
b J8 ) Ol LRUNTIME Sl 55 51 51 5 0 s & sile L1531 05 OT (555 487 ol
AL T bl O des b Eow g 5550 (OPTPTD il o) 5510l sla il S IS o

Ll ok 4 e 31 el b (st (55510 sla B Tl e 108 o i1 3l L Gikes

4 by SIS ples 45 s O ol il (o WINCC L 5,50 HMI 131 050 o ool s
S T O By il 0 OIS ol o gl 1l SIS ) 85 555 0Ly WINCC
Sl B 1y Sy 5l 51 3,8 13 S5 51 G b 5L WINCC 5 PLC sy Sy o0 p s okl 5
sTrend 5 Slis b 5 TG ple 4 by o SIS Lo 5 0 (0 g PLC 5 HMI (o L)
22 2 g WINCC 4 by s 41 LT Jksl 9 Archive

M ))‘JJ?}W&\«,&})PLC }WInCC u:.:.bl.ﬁ)‘é‘j

b byl e
MPl o
Profibus e
Modbus e
Ethernet o

Real Time aliws HMI L (6, 51 51 58 55 oS il 51 5 Sl 5V ann 51 S 51 S G138 35150 s 3
w8 35 3lestizal 5l 51 syls Control s field ols 4 53 s Jsls 4 Cond (6,208 Clam O350
335 4oy HMI o 53 Bl (sl b &2 e 1 i gmten 551 8K 050l 5 Sl rnlin
ol 3515 0T 4 Sledbl o g Sy NS il CP Syl LPLC aKeuT b5 i Eom ol o
4 by, PC IProgramming « b s PC 5l 505 i 51 Oyl L CPU (6, AU &S 55
Licence LWINCC i3l p 5 HMI & Lo PC (5, 5 (Ail OLSS Ll oo 4 S1) Sl HMI
Sl gme S D)8l ealiul g 53 o s 5 SIMatic Net 1530 e 5 .Sl ol i ab g

5L o 3L 3,50 (CP1612 &8 L CP1613 &8 wsb) HMI 5 5eslS (59,

W 3590 1P CSew Y-A

tPC Cwow o

3,5 03l CP1613 uile Lol CP sla &y L L PC (65 59550 LAN &)y 51 Ol 520

PLC Cwoww yo

TCPIP S5, s MAC Address (g1, 1S0 IS5 5 ).Cnsl cmlie S5, b i 51CP )87 4 50
(IP Address (¢! ,,



VY abo 5,5 g o 5V Sy 510l

Pl blog

5 Programming o swases 5 5slS” 0T 4 6 PLC JLasl s 0s3e b 555 oslizul sl Db 5l Sl g
(Cateh ¢S5 4 G gls LS b g Ken )i S foate Slo 4 55 HMI 5§

Ol e 5 pad plonil 351 Gy b 51 5 Programming 5 5505 5 o s HMI gz &5 5 PLC &S i 51

MAC Address (3 4o 31 (s 3o ol 0 ¥-A
Single User & guzs i 059 5 slow! s WINCC (gl 1)

{i* WinCCExpl - C:\PROGRAM FILESSIEMH N
I iy = (T - e Tag Management (s, <SS - ¥
File Edit W%iew Tools Help

= > “n e
= 8% best_MAC
@ Cornpuker
+ I
"E atruckure bag

- Graphics Desig Eind,..
&4 alarm Logging

e s 52153 Cd 51 S7 Protocol Site lies! ¥

Look in: | i3 bin

Add New Driver ¢, ¢SS

Add Mew Driver...

Sgl Bl sl R slasls 3k e
Tl g, PLC 3S5 6, sPLC 4 by se

SIMATIC 35 Programmers Part A3511.¢
SIMATIC 55 Serial 3964R. CHM

[F|smmaT1C 57 Pratacal ¢ Cos Olgie 5o 1) OPC 5 glys5,05 35m s Cond s
SIMATIC TI Ethernet Layer 4.CHM
= .ﬁM‘?cﬁ\\J@))A{)}bbb‘&j‘

- tgtﬂj;uter Na:j;l S )3 5. 354 o 4L5 Tag Management  ,
g ﬂ]ﬂ]]TagManagement .PROFIBUS gl bl gl sss o0 all LS ¢lsl ol

+- Internal tags .Industrial Ethernet 51 S MAC Address 3 b 51 PLCy HMI
+- || SIMATIC 57 PROTOCOL ® .Slot PLC P
'E Structure tag .TCPIIP D355 bl Bl g0 sl ay X
D |lormsy . ndusrid Eterns (1)
&1 Alarm Loggin J
'il g.g d .Industrial Ethernet (11} ) i _
] TaqLagaing ) 4 "o S7 Protocol Stite el S
5 Report Desiger .Named Connections o - -
T Flakel € rvirk .SDFt PLC Jb\f ¥ O‘): <* ol"}“ﬁ 6 C""‘"."l‘ Jgié ‘5\’&)}1‘)3

Ll sl JUST 9355 s S350 BTl
TCPIP G b 3 blsyl gl JUS K 5180



o 3,5 o o 5\ Sy snole X1

S 5 4iun Al gl o 2 System Parameter Gl e Industrial Ethernet gy, Sl ¢SS L -F

.S,._;(_.uflsc;n,PC S okd a5 1 L8 T UNIE jibe 5s
= l'l SIMATIC 57 PROTOCOL SUITE |

System Parameter - Industrial Ethernet

¥ Inc  Mew Driver Connection,
+ Systemn Parameter SIMATIC 57 Unit l
+ af Find... Select logical device name
+ PR
+ PR ;
CP-Type/Bus Frofile: Industrial Ethernet
+ Slo| properties
i Sisies Logical device name:
+ | TcriP . :

'E Struckure bag

03T 03,5 3,15 s New Driver Connection ozl e Industrial Ethernet (g5, Cly &SI -0
CPU &l o )les sPLC 55, CP &, MAC

Industrial Ether
MPI Syskem Parameter

Connection Parameter - Industrial Ethernet

Mamed Connec!

PROFIELS Connection
PROFIEUS (II)
Slot PLC 7 o o
=t pLE L ST Network Addess — PLC (59 b 51w 0™ w37
TCRIP Ethemnet Address: |02 0005 01 Ca 10l
‘fure tag
hics Designer Rack Mumber: ]
n Logging
-0gging Slot Mumber: 2
wt Designer \‘: -
3| Scripk CPU ol ® Juoi

bTag O s, SIS Lls b Ol5 o 058 558w als 5 K dsle Connection ¢S & sz dons

- t’ test_MaC Marme | Parameters
.@ Cornpibet %;,'E";Ngﬂggg!jgg_l_:ia H1,08 000601 <A 10,,0,2,02
= ﬂ]}]}] Tag Managemeant

+- = Internal tags
- SIMATIC 57 PROTOCOL

- . Industrial Ethernet

A6l 0 A e St 53 Bl BLL s S5 s, PLC s b HME e o8 L 51 815
Ly oS 2 oS s el ke gla CONNBCHION & oy 55 Tl @7 oo J1,SG WPLC i plaS”

A gis 425 Le CONNECEION OT 46 gazes 53 55 i 3,50 slaTag 5 Cwl PLC ¢S w



=
\Yo oo G5, 3 G, o 5\ Sy ssla
= 8% test_MAC | marne | Parameters |
& Computer flewConnection ;  H1,08 00 06 01 CA 10,,0,2,012
=[] Tag Management b SNewConnection_2  H1,08 00 0 01 0B 03,,0,2,02

+-=y Internal tags
- SIMATIC 57 PROTOCOL

= |l Tndustrial Ethernet

IP Address & yb 3l (s o o150 £-A

|P address Q@Tﬁﬁ} ﬁfdwulqmsjiygﬁjtpq&}:é&blu},tf@zjgw4{4?}:@
S o A ) sk o b e

SingleU%r O gy Ly oj)}_v: ;la:l,WlnCC 6‘)’.“_\

Add New Driver ¢, ¢SUS™ s Tag Management (55 ¢SS Coul -

) st MAC Name Wy 155 e 1 S7 Protocol Suite bzl —¥
@ CComputer MPI )
Cd 3 TCPIIP LLs Iy QL 50 51
- ﬂ][ﬂ]Tag Management .PROFIBUS 2 02 Syl sglys Odd elsl I e
. Intemal tags sl Ethermet > sien b
+ ) SIMATIC 57 PROTOCOL ! .5|Dt PLC
£ Structure tag W
]‘f (zraphics Designer .PR OFIELS )
&4] larm Loggi
ﬂ T:rTu Dgiglng .Industrial Ethernet (1)
s .Namedtnnnectinns
& Report Desiqner
M Flabel Crvink .SUFt RLC

Uidu 5 &S sk b (gl o oy System Parameter Cbsl e TCPIP (g5, Sy SIS L -F
.ﬁ&,ﬁgwl\)m S odkd ol S5 51 L8 0T Unit
Systeny Parameter - TCP/IP

SIMaTICST Unit |

Select logical device name

CP-Type/Bus Profile: |TCPAP

Logical device name: CP-TCFRIP

TCPAF -> Realtek RTLE1 3581 n!
v Set automatically TCP/IP[futa] -> Fealtek RTLETS
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CLSTIP 5T 05,8 5,05 5 New Driver Connection bzl e TCPIAP (g5, Sl ¢SS -0

CPU CJW‘@)M)PLC 6))CP

Connection Parameter - TCP/IP

Connection ]
57 Nebwork Address
IF Address: [140185.05
Rack Number: IEI_
Slat Humber: |2—

bTag OT sy SIS s b Ol5 o 058 550w als 5 Ko dile Connection ¢S & suzs dons

| Mame | Parameters | Last Change
|‘;;,‘}Neannnectinn_3 IP,140.165.0.3,,0,2,02 12/1/2006 6:42:46 PM

oS P SS L PLC eS8 (gl 1) 0 ale e 351 (55, PLC dir L HMI s b5l (512 -7
S0l oy SVl oyl Cmds . s sl 5 JSC e dleiea (sLs Connection o oy 53 Bl
.35 alb>. Tools > Status of Driver Connection (s s

& WinCCExplorer - E:\Ethernet\Ether.MCP [ Active ]

Fil=  Edit “iew BIEEEN Help
O m :
- & Ether Status of Driver I:_ZEII'II'IEeEtII|r'|E; | e m——
@ Cormpute Status of Server Connections 1P, 140.168.0.3,,0,2,02
= Em Tag Man Status of Client Connections IP,140.162.0.5,,0,2,02
— . 1

X0 3Pl & b3 WINCC 48 Redundant bld 51 (s )9 0-A
(Hardware Redundancy) (sl 3 Ciww Sos581 slls 6353 sla (e 33 05 b 38 (S 5o
4 3 (Software Redundancy) (15! ¢ 5 sl sl sl (s 33 55 3 ST-A00H (sl w2 A3Lo
S35 Ismme sl ST-AO0H 5 Jle Ol iy sl (o &K sle s &G b 4133 (i 53 L3
S35 Lo 131 Cdma ol 3,03 3505 amio S )8 & 5 CPU S 4185 pte S Master ot
Master (s5, <5l SoulS Law 5 Monitoring bls 1 gole Lol & 53 .Cnl 555 50 55 Standby e

W}Jﬁfdn&)y (SNitChOVer) dbul:—cMaﬁa ‘jjJC—juj}ng)ﬂ)J&JJ CM‘)‘J.;J.:



\YY abo 5,5 g o 5V Sy 510l

S0 3gm s Ll s ol 55 &S ISChe ey e aslsl 1y J xS LI w8 odga |, Master i Standby
o) 8,8 1B 5l O wssame 55 s L Tag oK, il (e 32 gare ok &S o]
3 s s e i S esT OT s 5 AL e Industrial Ethernet L TCP/IP EEBTUL
I e K gaile Lol asls! 49 3 enr LS SWICNOVEN ) 5o )3 oy ool 00k 0315 s 93
4 by S oS byl s Industrial Ethernet L TCPIP ae e 5 53 4 oS a8 5148
P A gemn 15 53 5 oS S el StANADY 1 S 4 by e 5,5 5 Master i1 o,
5l UK Sl oty gt Sl 0T 5 T (o Sty S 5L el sl 1 p3Y sla Tag 3 plts”
.Tag 95 & 4 5 ga Joaze TAQ &S 4 015 o e |, Graphic Designer asiw 3 5 4> 50 sl Object
CoA TCPIP gl 1y 6553 LUl b byl 53 sl (e WINCC s w5531 L3I 51 eslized 4 5L e
Wl 5 D) g S ol e AL (e alis 5 Industrial Ethernet (o, oo dbe

Al o ks SITCPIP gl F-A ion 53 T alin Folil) o8

S8 ol DS 5 OTIP aysT 05,8 5,05 5 Master PLC &5 51 &)l (gl b Jlasl sl | — D ¢

12osls oal = TCPIP 48 goma 5553 55 4ed JLasl 33 Bl e Standby PLC sl

O[> ENEE Ee
- ||l TCRiTR « | | Mame | Parameters
+ !;”': Master_Conneckion b Master_Connection IP,192,168.2.1,,0,3,02
+ -k Standby_Connection k& Standby_Connection IF,192,168.2,2,,0,3,02

Graphic Desiner > View>Toolbar ¢ s s ,b 5l Redundant Jlazs! slow ! Jles — & s

Toolbars
Toolbars:
0k,
7 Objests | ok |

lv* Styles

I Fl
s . .
¥ Standard Dynamic Wizard
v Alignment 1 i Create redundant connection
lv Colors mLL
v Fort _/.-_’fxE:-:?t W?nEE u:nr'w'?ndows
v _/.-f;E:-:lt WinCC Runtime
v Zoom _/.-_”foan:Icapy
v Status _/.-_'f:.Language awitch
v Layers _/.-_’f:.Start another application
lv* Diynarnic 'Wizard =
| Tags Sps.. |Sta.. J Impo.. J Pic.. 4 | |>|
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SIS L s ys alb Wizard o - 1 Create Redundant Connection 8 (55, SIS bl —V o8
) sl 93 51 S5 sph mesls il TCPIP Jlasl s 52 0T 55 5 5L 5 A5l (gl o 2o Next (g5
oy & 5 S Main Jlas! O sing 1 (ol Master o s Sws 8 PLC &5 51 &8 4 by o Il

90 S

Set options

Y'our dynamic requires additional parameters:

Select the main connection:

Maszter Cannection
Standby_Connection

Il OT 115 53 5 Sl i B 2 45558 oo 2l OTIP Lol pon Main sl o o 2ty 53— A pt8
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el Broadcast s «5 &5l oyl L ol Multicast bls,f 4l Broadcast bl S sl Sns ki

So 3405 sy 55 Sibys oSGl Multicast s Sl s 5 358 o Jl)l ealaw! aen 4 s

S5 e aSh ST 3L s @ ¢l-6l Broadcast LLi)l L Ll oo s 5 ol Jlyl (1, Lais broadcast

28515 s Jgene DL L

31 ab gm0 oy SIADrEss (i 55 358 o (% Broadcast C};)'\UDP.L»L;)tNetpro SRR

J:.Sbjﬂ).})‘}d@b}&@ab‘.ﬁlp w%‘\db}:b‘} u’ﬁfﬁi’))@wj‘“};h“bﬁflp

Class A
Local IP: 120.1.0.5
Subnetmask: 255.0.0.0

Remote | P:120.255.255.255
Rl pba e flosaan 4>
338 o Jlul IP:120.X.X.X

ClassB

IP: 140.1.0.1
Subnetmask: 255.255.0.0

Remote |P:140.1.255.255
0Tl b e log aes o
338 o Lyl IP:140.1.x.X

ClassC
IP: 192.168.0.5

Subnetmask: 255.255.255.0

Remote [P:192.168.0.255
Tl pba Juate flos aan 4 s
538 o Jlu )l IP:192.168.0.

Properties - UDP connection

General Information Addresses ] Dptions] Owverview ]

Puortz from 1025 through 5535 are available.
[For further parts, refer ta online help]

Local Remate
IP [dec): 1201.0.5 120,255 255, 265
PORT [dec):  [2000 [l
Properties - UDP connection
General Information Addresses ] Elptions] Dverview ]

Ports from 1025 through BR535 are available.
[For further ports, refer to online help)

Local Remate
I [dec]: 1401.0.5 140.1.2585.255

PORT [dec): {2000 |

General Infarmation Addresses ]Dptions] Overview

Partz from 1025 through 65535 are available.
[Far further ports, refer to online help)

Local Femate
IP [dec): 192168.0.5 192.168.0.255

PORT (deck  |2000 |
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CPU fﬂ‘)-\;w‘ Y"'j‘ﬁ)ﬁé}&a)u&‘.)ﬁb)‘)}éport o)ww‘r‘jyé"ééhcﬁb_‘)z
sl OLSS multicast (gl ods o5ls olazstl oles b

S7 Connection byl ow g 4ol p 9 S K A-1
il a by e Send/Receive LLsjleds S3V-40 F-4 gla i 50 0556 &8 SLL,I ol sl plas
Ko sle s 60, 15 0T Ol oo im Sl 0 5haie iz bls | &G S7-Connection &Sl 3 s
3 gas oo 55 4alp 5 (sl S 55 MPL s Profibus Al
3,8 S5 Sr-Connection ), Oy oy 55 sles IS sk

s S35 Lol @

el sl OT g 5 ol gl 2SS6 o

ST o bl |y 6 e s @ OT G &S 5y o

Sl s Sl 533 )5 wiar) b abs Lls D35 6l H 0T OIS (05 @

el s O wias ;e b5 b bLs, Send/Receive
I, TCP L 45" sl & )8 pl ply . S Syl 1, 1SO-0N-TCP L 1SO 2wl CP oylS” @
Az S7-Connection bl i gl s eslazal B S o o)l
Aea lie Send/ReceiVe | Lan s pie 2815 5 LLS,1 ol s a0l 5 s S sy oS olgocts
oS om obl Jlerl & aalsl 53 15 4l 3,150
P Cd Sy Sy (A
S A s .‘.T;fdgu..ﬁl.uf;;)xuljlso-on-TCP L1SO &8 Csls CP =,l8” Hweonfig s
Ol &y smanl b 5 L Jd 0T MAC Address ol ¥ S o) sle |, 1SO-ON-TCP o,
55 Al 3 s NEIPIO 5 b5 Sl (st S
Netpro y blisl s (@
FS@ggﬁS7Connection Sy g 1y Lde Jlas!
Cannectiah

Tope: 57 connection -

v [Dizplay properties before inzerting
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...\..f-:M\PﬁU&ﬁjJﬁAﬁb6‘oﬁ;l.;Mpaﬁﬁm}g&i‘wjﬁcp&)Kf@)bi
Syl 59>=5 LADDR 4 0ui a:\;lD_lzf:é%l):S&JT:}L@aQ:&QUoL;)H{A.f@)UJ

L2 LADDR (63,5 l,)s S7 Connection ws 5 45l 5 (sla u:.ﬁ;ls

Properties - 57 connection

General ] ]

Local Connection End Point

Block Paramneters

r Local ID [Hex): WH1EH
r o
I¥ Establish an active connection
- Default
Connection Path
Local Partrer
- SIMATIC 300(1}/ SIMATIC 400(1](1)¢
SR |CF'U 316-2 DF |EF'U 416-2 DF
Interface: |CP 34210/ 4] =] |cP 43 1ROvsEl =]
Subnet: |Ethernet[1] [Industrial Ethernet] |Ethernet[1] [Industrial Ethernet]
Address: |38-00-05-01-00-05 |03-00-06-01-00-09

Address Details...

53 AL wdls sy ST Oyl 1) S7 Connection &S &5 51 CP &yl8” &G 5l i PLC Sos S

S Ol 0T 0l 5 s Interface s

15, Sl Activate s, SIS L Netpro > Save and Compile plox! 5 5 Sleis oSS 1 1wy

ﬁ}&@u&hag_}‘,bj:)sdw‘

=S SUSRUN (55, Diagnostics s 3 5 &S bis CP (slgs,lS S ru{,ad,),f\ Sl s

485 ST Connection bls)l Cunds & ot oly o+ Operating Mode s NCM 0 oty

Operating Mode

Cauze

Function unit

S communication R
Send/Recy communication  Stop
Syztem connection Stop

not configure
The task ha:

3 el | bl 6515 ré'{j\f I, Connections iz ;3 5
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V¥

Lo Jobd wgi doby (z

Ll ods Cud 5 Jgd> > S7 Communication s bs Jsls 6l eslizal 5550 ool sl &S

b olg oo a5 Sl (A8 Sl 4 s S7 Connection sle e (S 55 (o0 oalinn o5 shailen

13,5 Jsls BRECV 5 BSEND (5125830 31 eslizul L 1, 64 KB oy S

Block Partner: S7-300/C7-300 Partner: S7-400

PUT / GET 160 bytes 400 bytes

USEND / URCV 160 bytes 440 bytes

BSEND / BRCV 32768 bytes 65534 bytes
BSEND SFB/FB12 Jsd> 53 aby e sla SFB 5 s FBo L
BRCV SFB/FB13 Gl W SFB &S 558 a5 ol oe] 5
PuT SFB/FBIS &K S7-300 I, FB S7-400
GET SFB/ FB14 "o c 7
USEND SFB/ FB8 )
URCV SFB/FB9

3505 6l eyl S8 sk sl e wlie bes o5 dimes ola s 5 5 (93505 Sol> Bsb sls &SN

235 el gy s A 4 Olsien 15 SO ol (r s S

ol s | SIREQ (65555 g me JK &S 03 5 Jlab (gl a8 J 287 (6l el 5l .
63505 531D Olge b alyl opl ST o adeiia 1) Jlis Canns oy oS 3T 4 by e el Y
ol 038 i b sd i 8 Netpro 53 0 plowil skt S 51 0T e 5 35 e IS &S
3l by oz ST 514 Wl o 5 08 5 b b3 gl i ;S a4 Ll o oz 31D

S

o b asie ID e L Ol ste 3 5des aLRID Olgie b a8 Lyl ojlad odiS i juel,l ¥

5t a1 b4 by CUY,AAS;I; (’l""” aewg 93 e s oo 5L O el ol

S aslp y5 3,5 o ya Double Word  ice ¢S5 oy guz 1y (63555 o) Ol oo -iils alibl>

am;;axﬁféf)@};,a)aﬁl{R_lD S st g3 S 5 Ll e $SS L e o
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GEI0D 5, oy ik elsl Sy 53 Y bl gl O3l i L sl 0L s
AsL el fulS

o s SDI L 358 (o Jluyl 4 b 0T Sl ks & ot b 5T 4l @ by po (sla el )l F
e 35D 2 5SD_1 dsle il wyaT asb iz (glyls Sl S &S &5 558

RD_i L5558 oo 0,3 amb O 53 (8b,5 6 w3 S 0,8 wyoT b big e sl alyl 0
e sRD_2 s RD_1 wile il o yoT amb optiz (ghyls Sl oSan S &S5 13580 oo abein

g3l el cpldes e Ol 1) byl 5 Sabys s Jleyl Cunds S SHEUS Cund s (sls el )L #

Error, Status Al & gius ol > &

oo S 5N

Jsdr 3b) ST-300 5ile pas STl ks o oo Slo &S o lys Jals S7-300 L S7-400 355 @
25h o dgdoee (55

A e 6511l OB 55 eyl O 13T 1l ¢ ol aali s 53 S 035 1o 51 |3 358 an s @
Oy S Sl oge &S Gl sl CPU LIS £5,8 L oS oo e . (ST-400 )3 o550 )
o o Gl ol 5s BT s e olatt 5Loa 1) dols BB ple e STl A3l bl
BB gy grze 3o 4 3 e idn Sl Sl 55 &S 3 piie Ll g et s 6l

S 0,8 a3 by G Gl RD_T sl b b ot 3 Caa 3 4y I sla SD_i sl @
3 S s et b Coa 43 0kl Lateda usT 4l 5 o3 OLSS T o 4, LK ks g5 ksl
EMor=1 o5 5 55358 o G Ll 5l phiS 268 )50 53 il o1 Coaw o )sT 4t
S gh o alb Status=4

& siws all Sysytem FUNCtion  as gazes 5 Library sy dizuas SFB &) ey S7-400 55 e eSS @
Iy COMM_FUNC 42 sazme 5 55 O (oo 5 b &S ol bl 0ds 3 0 5 o Library 1
Al s ghls 4 3L L SFB s S

. L siee Al Simatic Net CP 4e same 5 Library 35 dmea FB &y 5ay S7-300 5 s oSS, o
55 3L 35 g0 0l 3wl )8 b g &S 0yled OTLFB & Cdls g tewlb W FB i eslizal s
Lyh 34kl CPU 4 sl WFB ) L pie Overwrite 55, o o 5IFB 0T &y gl o

AsL o SFB (5,15 S7-400 dile 5 Cowlinul CPU 318 @
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2l o B S 4 DOled 5 I
PUT/GET L Jols
L SN ol osled Lm0 LIS Acknowledge b ol es 46 b gs 3L s 5 Jluyl gl 58 S g3 o

Wl 5 dsdr G

PUT (S7-400) GET (S7-400)
LE3 DE19
3FB15 SFB14
-{EN ENO | —EN ENO |
-{rEQ DONE | —{REQ NDR [
1D ERROE |- —1IDb ERROR |-
-aDDR_1  sTATUS L —{ADDR_1  STATUS |-
-{anpR_2 —{ADDR_2
-{aDDR_3 —{ADDR_3
-{aDDR_4 —{ADDER_4
Hsp_1 —FD_1
Hsp_2 —{FD_2
Hsp_3 —{RD_3
Hsp_a rp a
PUT (S7-300) GET (S7-300)
DE4 LEED
FE1& FEld4
—EN ENO|— —EN ENO -
—REQ DONE |- —|REQ HDR[-
1p ERROE |- — I EREROER |-
—ADDE 1 STATUS [
—ADDR_1 STATUS | -
—F 1

—sp 1
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148 bl dr g 2w L PUT/GET (gl ¢Sl oslizal o
ol el OLES 1y 0 S bl uysT 5piee axd g PUT ¢SSL ADDR (g345,5 53 4T @
g (dades 0L 1 05,8 555 abible uysT 45) GET &SSURD_I (65555 55 e uysT
5 5d
ol dads Ol 1y o alasle wysT 3 pie 42i 6 GET <SS ADDR (s35,5 53 4T @
g (Madee 0L 1y oz 3 3 g5 alibl uysT &) PUT S SDi (53555 55 s oysT
5 5d
.;,;@(,t,,;lg};&;p@,; ldas 5 Az o 3l 5 LHIGRID (63555 b S ol @
PUT/GET 3l osliiw! b ) Jtio
Coda il o 1 b gy s s Lt ID }r..:ta.s;)\}ﬂbS7Connection L5, PLC300 55
Ly PUT iS55 ol 3 Coan s 235 auy o3 PLC 5IMWI50 & PLC &S 51 MW130 o™ consT
Lok 53 a5 1, ReO (535,55 ¢ (oo 1o OB35 3 551, GET 2836 05,8 oo ;3 5 OB35 s
Aol o oS (o b 5 IS5 25l Memory Bit &S pglie 03,5 NOE Lo 57 by S5 slon!
oo ad &K LSS b e Yoo 2 G by bl odd (i a3l e Ve 13 Cavw )3 OB35 Ol

3 ghn ploil Jlayl 5 il al 5 REQ (63555 52

. A . =
GMJQ °"\’}‘.“.r
0E2E : "Cyclic Interrupt" 0B35S : "Cyclic Imterrupt"
Network 1: Title: ;E;E;q;:‘r‘]:“ : Title:
| M330.0 mz30.0 | M330.0 n330.0
% =
e j o .
kAl 20 SEIE e O Wetwork 2 : Title:
LE10
DEl1l
WpUT"
EN N "GET"
EN ENO
M330.0 —REQ DONE§—Q0.3 1 n
M220.0 - REQ NDR|-QO.32
MELEHL ERROR}-MS. 2 160001 L1}
WELE$L | ID ERROLR|-M2_E
DM 1E0.0 STATUSE-IMWT14 16H0019
EYTE Z DR 1 PEM 130.0 STATUS |—MIT1d
EYTE Z —ADDE 1
PEM 130.0
EYTE Z 1 DM 1E50.0
BEYTE £ —ED 1
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PUT/GET 3l oaliiw! b ¥ Jto

s PUT 2856 o 3 PLC Ces o ol e3,8 5135, 1,57 Connection L5, PLC 400 53
05 JWb LG ol esls i 100 4 1, REQ (63555 ol 635 140 OBL ;3 DB &G L ol o |, SFBIS
23} 1o OBL ,3DB ¢ b of jan I, PUT 2856 05,8 PLC S 53358 plil Jlo )| Jas LIS
.ﬁn\;w;ﬁga&,pﬂggc&w 4 Clock Jsl oo 4 1, REQ (635,55 Js

Wl 0 5,15 Netpro 311D o)les o b 95 s

0 ;S o DBL Jsl ol Y kit 5 a1 A 4 MB100 1 Jsl ol Y &8 Sl 0350 0T ot
DBL u,sTRD_L (635,58 4 0,8 oo 53 s ADDR_L (655,55 4 0kt b Coaw )3 5,50 1.3 55 atbus
Cww SD_1 (¢34,5 4 Pointer & see 1, MW100 wﬁT}r:“ & Plas| Pointer & pas |

ZﬁjﬁﬁQ@Wo&;WJQADDR_l ‘53‘9)339.}.’.&}

CPU 416 CPU414
DEEZS DE19
SFE1S SFE14
EN ENO | ENW ENO [
Ig0.0—REQ LONWE |- Moo —EREQ HOE |
THf 151 ID ERROE |- M 16§ 1 — ID EREROE |
FEDEL_DEXO STATUS |- PHM 100.0 BTATUS L
.0 BEYTE 24 EYIE 200 —|&DDR_1
0 —| 2DDE_1
... —|zDDER_2
... ]anDE_=
...—zoDER =
... ]anDE_=
...—|zDDER_a
.. —|anDE_a
PEDEL . DEXO
PHM lo0.0 -0 BEYTE z4
BEYTE zoo —5D_1 ] —ED_1
...—58D_& . _pm_z
...%D_2 ..ED =
...—{sD_14 .. -rn_a

5T sl 5 bl 6l s T Slez 400 3 &8 Leeis1 300 & Lo 400 43 PUT/GET 52856 &y 5
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S ke )T ler Olejen 015 (oo (3SS6 255 S L S5 Sl )l 35 3L s sl
6l 856 (63555 55 o T &K Lais 300 H3 g sls Sl blis o 53 o5 ol Sl 4 Coa
213305 O

¥ Jb

3,05 355 &G e b &S Sl L3405 3455 S7 Connection L 5 s Jsl 4 5 PLC300 55 o
ssry S CP yls 6K i ok 18 Caaw 45 Js SISICP S g3 ekt 3 PLC 3 8 T
(\,;UJ\Ubu;,ts;},),h,ww&i,“)unwfcpdguxfﬂdg;1 [ esa .5l
.:)}Jb)lJ}\Q)lfjll:.i:lz.,\qug’_,.m;_)v\:.lf().u-:Jb&lgd}\sb)lfdgbg)b)ﬂ)zu\iuglb)‘
JL,aJUa.uﬁfCPQ)lfl{amjéJ,tCPQ)KmJ;\J@\VT:{@;;«.:]’JJL&JQJNetPro,;
5 5 JSE 6 bl sl Ssline 1D s &_\,_g.a.uﬁfcpg;)tfge.u;w;r,gb,tsdﬁp;
TS

Ethernst( 1)
Industrial Ethernat

1 T T

SIMATIC 30001 ‘SIMATIC 200(2)
CPU (OP [CP
sl B [Zsz |34
] S
H 'H |E
2 2
<
Local ID |Partner [[n |F‘ar‘tner |Type
1 1 SIMATIC 30002) # CPU 315-2 DP 57 connection
2 2 SIMATIC 30002) F CPU 315-2 DP 57 connection

x}aM):()CPQ)\fjAJ"é)\{JA eM}PLC&‘ﬁJLA‘&&&_(KLA))A{)ﬁ%};

oS Sl

Conmection Path

Local Partner
o |siMaTIC 3000y SIMATIC 300(2)/
End Faint |EF'LI 3E2DP ‘EPU 3152DP

Interface: |CF 3431 Advanced IT[HDHSE] =] |cP3431ROsSE =l
: 55] |Ethemet[1 1 [Industrial Ethemet]

Subnet:

CP 343 1 [F| D.n"SE]

Address: |EIU 0E-3C-31-6C-A2 |UE-DD-UB-9D-D?-BS
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OB35:
Mo. 3 Ma. 3
(S ()
DEZ
Mll.:2 WPTIT"
—/——En ENO ———
MO.3 —REQ LONE M0 0
WEle#l —{ID ERROR MO, 1
P§M 100.0 STATUS —MW2
EYTE 10—{ADDE_1
PEM 200.0
EYTE 10—{8D 1
DB2
Hll.2 " pUIT"
— —En ENO
MO. 3 —REQ DONE M10.0
Wglegz —{ID ERRORM10. 1
PEM 100.0 STATUS —MI1Z
EYTE 10—{ADDE_1
PEM Z00.0
EYTE 10—{8D_1
OB1:
‘ MO.1 Mll.2
|| faf |
| { T =N |
‘ I0.0 Mll.zZ
|| { 8 —|

J

23 o ol ) (g 5 sl 2 558 Sk S 3l g

O 8 Sty 9O

REQ 3505 &l s sl

ID=1 b iny Iyl Bl G b 51 s JLf
sSas 4 Enable (¢35, = ol s
Uil s gale Sl 53 oS ol 03ls M11.2
PESSL e 2SSl g Sl &S
558 oo dls 2 K5 network 53 5 e
e Error oy s G5, Dhse s
OBL ;3 Sy ol Od &S5 5 5due G MO.L
s 53 338 2 MIL2 Ous &K 4 e
2 g b 5 b IS )
338 o Jws K5 network

MO.1 i sl JSKis Jol Loyl 55 55
i pn LS 0 S [ MIL2 5 e &S
Lyl 5 a8l e 8 510B35 45 Jsl bls

3 sdcn Jlab 93
< 100 wd)woudu,uﬁs@p
Jd Tadoes Jsl LU 5 0k S (5, M11.2

335 o dleb b pss bl
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il 1

OB35: euﬁ; " 39
| Hio. 3 Hio. 3 REQ (35,5 !5 b sl
| 11 {
DBz
e "GETY S 5 Jlb 2S56 ol gsle I s
—/——En ENO[—— ? o 2
o S| ol Jb & cum Network
M10.3 | BEQ NDE|M10.0 ol 02 Sl s e
5ok ¢SO MI0L Wl i e L
WELEHL —{ID ERREOR[M10.1 i
a3 3 gkee G M112 &y OBL s
PEM Z00.0 STATUS -MWZ0
EYTE 10—{aDDR_1 33 s LUl Jb s i SS6 oyl
PEM 100.0 .:_5.34 dﬁJLd S network
EYTE 10—ID 1
DEZ 5 K Bl Jws 256 ) 5
M1ll1.Z "CET"
_| |—EN N0 fb— )M&S{_Mlll @_...,\it_duzf_bl;)l
M10. % — REQ HDLM11.0 & Ao MIL2 oy OBL 5wz o
THlE§E — ID ERROR|-M11.1 KB 5 Jlb e LUl ol 4 5333 8
DM z00.0 STATUS MWz 1 235 o b S Network 5 > g 5o
EYTE 10—|ADDE_1
P#M 100.0
ETTE 10—ID 1
OB1.
| Mio. 1 M11.2 Sl Ly MIL2 OAs S (g5 5 S
|1 fel |
| UL VS Get sls 2B Error > =
| ML1.1 Hil.z
— | (2}—]

&S s Laid Ol g S 3k 55 55 LT 05 o & I PUT/GET (gl &S jl eslizal 530 F7 5
L3 5 aod S5 3T e e 3 ol S5 6 o 13 o 1y T Cae

USEND/URCV b ks Jals

0,8 Lo g s ol 55 m i) oo LS Uncoordinated g5 3l 3o s Jlul gl S 55
el S5 3 b Sl el L35 a5 Acknowledge
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USEND
DEL1D
SFBS
{EN ENO
{rEQ L ONE
1D ERROR
Jr ID  sTATUS
dsp 1
Hsp =
E i
L |
DEL3
FE&
EN ENO -
JREQ DONE -
1D ERROR [
R ID  STATUS L
D 1

URECV
DEZ0
SFEQ
EN ENO
EN R NDE
1D ERROR
E_ID STATUS
FD 1
ED =
ED 3
FD_ 4
DE23
FE9
EN ENO |
—EN R NDE |-
41D EFROR |
4R _ID STATIS -
HRD 1

L@lerl.,\fjaegl}:@n\f@iSD_l 63})}? 6‘)‘>SFBS JMoML&wJ)}bMUSEND

23 13SD_L (635,55 ¢SS L FB8 Sy s Lol 1) etz b o alibl I )3T 4l &S5

s 3 g plowil ol asie RID 41D Lo ;8 @ Jloyl Jos REQ (63555 55 o 4 Oamsy b
sl otz DOne=1 a oSS L3J0D oS 355 JLyIREQ & 2ol Sl (guba Coe 4 ol
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o3 BWRD_I 3ol esin gl 5T 3 ws dw W EN_R (635,54 & 2o ad » LI URECV
SD_2 ,SD_1 nga,u;ﬂjéw)sjfls\f@b a5 2wl SFB 1 ool (lf:.m): .3 ghns
23T RD_2 sRD_1 4 b 5 o.u,:fw); Ll o oslazul Jii’ &b 53 5 ol o3ls wyT

sk EMor 4 = WRD_i s WSD_i slvwoﬁd:k?(x .:Jg)\ggljjilsétj:}:|:upha:>'l

Jbo
Sl 0¥ oo glus dsls sl e e 0L |, USEND/URECV L s Jsls 51 ke o5 S
(VAT Jyu= 55 Modify G b 51L) 46l Lo g5 ol pls A3l acdls Hldie S by ,3R_ID (654,55

as S |y \:x%ch&:»@}pﬂ):MDIZQ

O 9 O pu”
0OB35 0B35
| Mlo.3 M10.3 ‘ Mio. 3 Mlo._
| 11 { — | 11 {}
DEL1F DEl4
"USEND" "URCY"
EMN ENO — EN ENO —
M10.32—REQ DOMNE — HM10.:—EN_EI NDE—
WHELEgl 4 ID ERDOL— WLl — ID ERDOR—
MD1E —HER_ID ATATUS — MD1Z HEB_TID STATIOE —
PEI 0.0 P#0 0.0
WOPL Z0—5D 1 EYTE 40—BD 1

BSEND/BRCV b ks Jabs
s o op b o ol 5% & 5 Segmented g5 3 3o s Jlsl gl S 5 ol
(o255 ST-300 5 564 Kbyte wa Sl ST-400 5 bs 8856 cpl (113 SLSS L s e (a5 0T
PN Jujtﬁgp@pmm,&?;éuw@q; sy o)y el JUasl L6 32 Kbyte
okt b 4y diaw 51 3L 33 3| ey 0,8 Acknowledege .s4i s «iS Segmented 0T 4 e s

RGO S SUTSPI P o R B C CP RS VTN S (W



M&;\QQPLC‘}:%QJJAQS \A¥

BSEND BRCV
DEL4 DElS
SFEL1Z SFE13
En ENO |- —EN ENO |-
—REQ DONE | EN R NDE |-
dr ERROE |- 1D EREROR |-
1D STATTS |- -r_ID STATUS |-
de 1D dem 1
—sp 1 {rLEN
LEN
DEls DEZ
FE1Z
EN ENO |- ey FB13 Emo L
FEQ DOME |- 4EN R NDE |-
=] ERROE |
41 ERROR |-
1D STATUS |
4r_ID STATITS |-
R ID
4drD 1
H=p 1
JLEN
I LEN

Aren alie WalS b g5 5 3955 5 5l B SFBI2 5 FBI2 5,5 o sdalie &5 lilea
Odeny b A3l o i S5 USEND/URCV (gl 33 ol 4 5 Shae a5 51 SFB13 5 FB 13, Jhates
33 Koo JLoy LEN 5 0s ot Cuboslds o311 4 SD_1 53 od Laseiie a1 31 REQ o 4
¢S b il b s b g3 )3 LEN (3555 4 (gl p(Cilt 5 s LEN U5 2856 )

Aas ol MW
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S7 Connection Fault Tolerant ol 5 ows g9 40l ¢ 9 (S 3o 1-4

33T 51 el 2 55548 3 15 52 s H s 53 (B9 ol ST-A00H (slo s 0 sbns L5 1
Olste ID K L st &S5 Lais 05,8 (w5 b Loyl cpl Jaw 5 Sl 5 g 50 &5 51 CP S 43 5 CPU
355 s Standby o Master 51 J xS 100 b a0 Ll ol 53 ols plonit s JolS e 93
53CP g5 o (bl b e ples G5 DLl 5 T sl i s Jals s IS s
Ay o g |y b

AP S Sy Sy (A

L8 55 5 SYNC sls Jsts U ol on CPU ,;‘qm@,;gé%&@gy-mm (s 2 8
Gl S 3550 03 il Dlomnd 55 Ll s p jiome okl g5 3L 4l SIS sl Ll o 3,15 355 S5 51
..usua,ma.u)&q__su&emcl?éub;‘,usr,;.u?)u,wa\

B HW Config - [SIMATIC H Station(1) (Configuration) - send... = ][51][5X] [RECIFSMEPRUIR SRS ENTE

E“] Station Edit Insert PLC  Wiew Options ‘Window Help - 8 x .
e o . Ol 1) H s &5 131
D = o™ E% é ﬁ Ball = %?é k?
Al s 58 el gy ey
1 PS 405 104, ~ 1 PS 405 104 ~ CP Q)lfu\f» ;3%@‘
3 CPU 414-4 H 3 CPU 414-4 H{1] I, 1SO-on-TCP L, ISO WL
X2 P el P S s s w8 Snale
X7 MALDR X1 Aeing )
IF1 H Syno Submadule IF1 H Spnc Submadule ol MAC Address =
IF2 H Sync Submodule IF2 H Sync Submodule
5 CF 4431 5 CP 4431(1] 25b ods Jb
5 3 . d
7 v 7 b
-
< >

Netpro 3o bli,l o S (@
baup\,,q\,;ﬁ\u,,.;‘54gjiﬁ.u)|;g;@‘5)|p|¢,'w¢u§,a5H (o 35 XS 5 5
S o )

S5 5355250 CP (sl )8 5 551 a8 &6 @ i o)led 6575 53 55250 CP (1,87 J9l SIb>

bl ol NEPIO 3 1y 15 IS0 ol pl s fuate (6 K03 31 Kb 4 &S5 o)l



giane C5, 3V LA PLC gy s dols VA%
SIMATIC H Station(1) SIMATIC H Station{1){1)
ﬂ' E1T4 EDP EMPIJ’DP 542_1 E&L EDP EMPIIDP §4P3_1 Tnl grU 0 wevor [Cp - TCPU SO WPVORCE
Ho 1 Ho : { { !
‘mm ‘m_ m "mm m | mE lm
2 2 2 22 2 2
Caonnection Partner Jsd 53 5035 SIS W CPU oil Sy
= @ |1 the cument project
E SIMATIC H Station(1)(1) Las! ; sH = Iy e YLas!
CPU 414-4 H/CPU 414-4 H[1] J Cy 7 = =
- [Unspecified) . S oy
- Al broadcast stations < )}bw' = & ;'wa Redundant b
% In unknown project O‘}l&g CPU R KWy LS‘J{ .\_5...'1.._.» odaliv
.A;’:; o AL Ol e
£ T >
Project: -
REE | EEEE LBL ok Sl s IS 5 e S
Statiat: |SIMATIE H Station[1][1]
Module: [CPU 414-4 H/CFU 414-4 H[1) AL 5 ey APl (555 S
Conmection ESG L 3 she otalive a5 ) ghailen s dal
Type: S7 connection fault-talerant

CM‘:MJ‘}ﬁJ&UJ‘)Ale

Lu,tﬁp&wuéus,,nﬁyﬂ;,\s, o o jleds (la &S5 53 5 50 CP (sl )8 o

...UJ‘}
General ] ]
Local Connection End Faoint Block Parameters
I— Local ID [Hex]: WH1EH1
= 1
W Establish an active connection
| Send operating mode messages Drefault
Connection Path
Local Partner

End Faint SIMATIC H Station(1)/ SIMATIC H Station(1](1)/

ne Foint CPU 414-4H (RO/53) CPU 414-4 H (RO/S3)
Interface: | J | J

Local interface Address Subnet Partrer interface Address

CP 4431 (ROASE) 08-00-06-01-00-51  Ethermet(1) CP 4431 [RO/SH) 02-00-06-01-00-00

CF 443-1(1) F1/55)

08-00-06-071-00-61

Ethemet(2) CF 443-1[1) [R1/55)

02-00-06-01-00-80
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ssbiles s dalis Al 5o s APPlY (g5, SUS S1 G ABL odd Ol S ys L) 5 dnie S
ooled 6la ¢S 53 55 50 CP (g )IS imy Sl o 15 B35l 53 8 1D &S5 L 3 sdis ocaline oS

s Bl aa b eSS osled (sla &S5 33 g0 Sl 5 i

S K a1 g 93 2 G o5k 5 o o)led GlS) 03352 50 CP S8 Jler o P90 >
sl el NEIPIO 53 1 5 IS8 ol oy oS oo e 351

SIMATIC H Station( 1) SIMATIC H Station(1)(1)
T I CPU 'DF ‘MPFUVDF|CF JCPU (DF 'MPIOF|CF T l CFU 'DF ‘MPVDF|CF JCFU (DF MFIOF|CF
= || 4dd | f 4431 4144 | i 4431 5 || Had | i 443-1 44 | . 4431
Ho i Ho i H i H i
| =] | =] il =] o= =]
2 2 2 2 2 2 2 2

B el 5O sy Jlasl o oy oS a5 |, ST Connection Fault Tolerant sl bl s S
S &S5 CP S8 3513 5525 Il ez ID &0 L bl 03 8 i (o 5 Il b alis o
55 bl G S5 olad oS, CP 8 L (6,05 byl blis yiw oS, CP o8 L byl opdle

ol
Properties - fault-tolerant 57 connection h
General ] ]
Lacal Connection End Paint Block Parameters
I Local ID [Hex): WH1EH]
N 1
¥ Establish an active connection
| Send operating mode messages Default
Connection Path
Local Partrer
Erd Paint SIMATIC H Station[1)/ SIMATIC H Station[1)1]4
el el CPU 414-4 H [R0/53) CFU 414-4 H [R0/53)
Interface: | J | J
Local interface Address Subnet Partner interface Address
CF 443-1 [RO/55) 08-00-06-01-00-51  Ethernet2) CF 443-1 [RO/55) (08-00-06-01-00-00
CF 443-1[1] [R1/55] 08-00-06-01-00-61  Ethernet(2) CP 443-1[1] [R1./55) (08-00-06-01-00-60
CF 443-1 [RO/55) 08-00-06-01-00-51  Ethernet(2) CP 443-1[1] [R1/55) 08-00-06-01-00-60
CP 4431011 [R1/55] 08-00-06-01-00-61  Ethernet2) CF 443-1 [RO/55) (08-00-06-01-00-00
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BS JobS (g by (&
& 6o il 55 Il S esls o5 ST Comnection (sl 4T b 55l (s sl sl 2506
il S 3553 CPU 5 51 (S 4 o aaliyy &Sl St 505 S35 H slgatn & gy e SIS

.w‘aMT&c&cJu‘u‘J}é))bQ&

S5 9 S7 blisl suw o V-4

Db (a5 5l 93 5l SSa llg 0S5 5 ST o LS|
Send/Receive LL5,| e
Fetch/Write Lli,l e

S5 557 -, Sendireceive bls ,f (Cdl
Industrial L5\ Interface 23w 53 0T (g5, ¢SUS Ll b 5035 5,15 S5 - < Netpro s

'ﬁfh{d:)b b MAC}'P L;L@,w)bT) ul:;‘h\ bEthernet

|SIMATIC 400(1)

T

8 |pe Jiso =1 |SIMATIC S5(1
m Em m (1
7 2 =

T

TCP ﬂSOTransport,\;suaﬂq;&\,:)lt\jﬂol}:@euwg S ¢l Ss Oles 4S5 Jlasl
ST v 33 g 5 48Uy Sa 35 al s |8 Al IS aslsl s 505 (g a5 1, 1S0O-0n-TCP 5 Connection

255 o plouil Receive 59end sls iS06 Low 5 S5 Cans 43 55 5

Fetch/Write bLs , (&
Qv\)‘}"‘ﬁ‘j&—ﬂ‘}’))@ﬁS? u,bJISL.udl\a';MPaSSlve JQUJ‘O.‘_QLS7 a\f.&.i))“buﬂw‘

sRead gl iSS6 05 o b on Sl Active Lyl ol S5 Caew 1 Js 350 52 s s zi 5 L
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A s ST 5 S5 ol Fetch/Write blsjlss 8 o galp ST all- (sla ysT & o 2w Write

.}‘})‘}LL:S)‘).} S?MJ})&J{Q‘}E@‘)W}RW
sl ISOITCP Ll ¢ls! ;\05\1 I, b,y Unspecified |, ieie ST w51 Netpro ;s

(s st |y At PasSiVE o 5z o5 Write |, Fetch w8 533 S OpHoN Coand 3 s

Insert; New Connection

Connection Partrer

Properties - 150-on-TCP connection

= [E| In the current project
= % send_recv_|E
B Dther Station(1]
+ SIMATIC 300(1]
X {34

- [Unspecified)
il Broadeast Flations

e O ulticagt stations
Connection

Tuype: 150-on-TCP connectian

-

General Information ] Addreszes

Local

tode: |Send.n"F|ecv j

: Eetch pazsive g
Wiite passive

S0l o LIS Gl sy plb s (ol s 4l 4 S ST S j3 5 5 cp

.3 505 03litnl Lt 3 g 50 ST sl s Library js o7 5,5 sla A

AG_LOCK FCT | Lo LADDR 5 ID & by e dbys /byl Jas 05 (oo 206 oyl b s

Sged b s,

AGUNLOCK | FCB | 1, s Jlab e bl s das oo ool HAG_LOCK  fos oSe 12856 oy

AG_CNTRL FCI0 | |, .ol LADDR 41D 4 by o Jlasl Conds Ol5 oo 3SG6 ool Law s

135 gm g aSGl pl baw 5 5 Jlasl 03 8 S (6, Ol o3 3 S ) szl

s 0Lz 1) AG_LOCK/AG_UNLOCK (sls 2S5l (sls 5 5 5 (63555 25 sls Js

FC7
AG LOCE
.o "AG_LOCK"
EN ENO [———
14In LOCKED [-M39. 1
W§LE43FFE —|{LADDE STATUS [-MWL0

Ods Jb e 4 e MBO C 0l &S
2 UF o Cmds 355 e bl
sele=IMOL 4 aS Locked 5 &

.A).‘.J odaline j:a ol o3l
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V4

|
1| EN

WHleFIFFS | LADDR

"AG
THLOCE"

BTA

ENO|——

TS —MITLE

Gl dd 4 2 MBL o O &K

.njf@ bl

Cycle n {
Cycle n+1 {

(

Cycle n+2 4

Cycle n+m ¢

User program

Ethernat CF

el s S b 2 SS6 ol s Shas

Communications Partner

(CPU cycle)
| __ | | __ |
e — ‘
LIe TN, - FETCH/WRITE
LOGKED =0 access to DB x
. active
AG_LOCK
- LOCKED =0
AG_LOGCK
_| -
___ LOCKED =1 FETCHMWRITE
FETCH/MWRITE rejected
Data
processing
in DB x
AG_UNLOCK

STATUS = 700x

'Time

FETCHMWRITE
access to DB x
active

' Time

S a5 5 dle 4 AG_Control 28556 550 53

vTime
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FC10
Read Connection
Diagnostic
Information -
Connection Reset
"AG_CHTEL"
EN ENO
M2 .0 —ACT DONE
1—I> ERROER
WELeE100 | LADDE STATUS
1 —|CcMD> RESULTL
RESULTZ

—Ms.1

—Ms.Z

Mo

—HMD1lz

—HMD1le

e

‘s‘h:g.,owya

VLW PLC s oo Jols

Gl pedd (a5 JLasI MBO e ad Oy b

a)la..:: 9 w#16#0100 - uﬂ))T L CP Q)l{

Cand g 5 odd ol g J:\&;lz o) g ID=1

Cw 335 ol RESULTL 55 5 0T

(Gl (g ¥Y &

)@}j& ;ri‘&—"-b"‘éu

e L0l DU Ll bl Cansy

)IAJ)L.c:)IyJiLAML@&WICOmmaI‘Id;,u»SCMD 63}))‘;'“”'.{|)34§3_}":‘4?};

CMD C):‘
° NoP 255 (oo il 3 2SUB e o Jos
L] CNSTATUS S e e3ls OLE bl Cand s
2 CN_RESET 2338 oy ok S3ID LCP &) (gl ol (i o Jlas)
0bs3 Jlail b blad by 1y (blisl SV (5 L5 o § 50
28 5
3] ONSTATUS ALL | oS, i, alsiue sle ID b oks i i YLl (i S s
o3ls 0l RESULT2 5 RESULTL la s+ ;5 CP o,
Dgh w0330 G 26 31D (635, Sl 435 sk
4] ONRESETALL | 0/ CP o,l5 oS ol Calties la ID L okt iy 5 YL ol
sh 003150 B iSSB 431D (635, Hlownl 53535 o
358 o 33 NS5 gk Tadome JLasl OLs o (5 Sl e
6 CN_DISCON o (ADOIt) o CP o)l oS (glr ol 1D b s Uiy s JLual]
LCMD=7 1y S s g5 gui )13 S350 5 has Tados 533 5
7| ONSTARTCON | o1s s o CP o5 &K sl ol ID b ook iy s JUuas!
235 )\ By

Aade ol |)

S 5 Kb IS
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\aY

User program Ethernet CP
(CPU cycle)
| | | |

useful to abort and reestablish a
connection.

supply AG_CNTRL for status query:
ACT=1; CMD=1
ID =1 {connection)

AG_CNTRL (status query)

An event is detected that makes it

Status connection 1011}

Status query for connection
1is acknowledged

supply AG_CNTRL for reset:
ACT =1; CMD=2
ID =1 {connection)

AG_CNTRL (reset command)

Reset request active:

Reset 1D (bit 15 in

Acknowledgment of job accep-
tance:

RESLILT1: “connection establish-
ment triggerad™)

supply AG_CNTRL for status query:
ACT =1; CMD=1
ID =1 {connection)

AG_CNTRL (status guery)

RESILTT) is set
_____ M= Eniry in diagnostic buf-
far

Connection is terminated
and reinitialized:

Reset ID (bit 15 in
RESULT1) remains st

Status connacticn 1017)

Status query is
acknowledged;

Acknowledgment:
RESLULT1: BOG95y
“Reset was executed™

v Time

then the reset ID (bit 15 in
RESLULT) iz cleared

' Time
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YRS

Wl 035y i e 5 (8,393 88 1 Lo s ysm Juad al 53 S Sl gl plas s

bs gm ol S e 3,8 (o JF g by s Sy il 4 Engineering . -
PG/PCS,

ol 3,05 055 5 ¢S 3 StEPT 5 e PLC ann Y

O Lo 5 ST e 5 el 5 5 S 1 s ol i B il sy B sl b2 S 05 U155
Coygai) b yn AiL OLSS 055 55 8 53 el 45 ol Subnet 1D o,les ;;Tp)\”ﬁjﬁqﬁz
odalie Netpro ,:u;t&,zJ,,~6,)&&3{\3\{91,:@I)g,ua\.,\,:.w};,;(w@gj;\,;

) S S

Properties - Industrial Ethernet

General ]

M arne:

57 subnet [D: 0oz2 - (0006
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P ekl
$ S IT-CPYV-)
IT-CP Oyl &b 51 Jaome OlbolsH ¥-) e
Email & b 3l Sledo! Jloyl F-) -
(FileTransfer Protocol) FTP & Jo 31 k6 Jols ¢-1-
Web Olkxio 3l ooliw! 0-1



IT-CP L_IS \as

$ Cwmz IT-CPYV-)-

G 05t &S LlgiaShb s osdle &S dizus ol S, Wsd o wwai PLC (g, &S IT-CP sl S
OL(ISO and TCP ) &i5l gls &oylS L
5 (IT) Sledbl s Ul s
e SIS (o loniy

Email 3 b 5l Sledbl dsls oSl o
Web@oﬂuﬁtwg,so&| .
FTP G5, 3o b 51 b Jleyl 0S5l @

ol 3 JSE L als sy T Wsey WS cpl b o

+-[ C7F
BERE < QL&J HWCOl’lﬁg °ﬁ‘.".’. BE) S7-300 (5‘}' b Q)K
- &5-nterface )
=21 Industrial Ethernet )\Jé efJ SRS QJK Q-i‘ 6:53 )lj'él Coenw (G Jiza_ (lih

+- {23 LB

4] CP 3431 AdvanceddT

+ - 5

Gl i (5 sle S5 4 o et 15T (gl el 5 00l

:J;r.:.»l)ée..\.nu..ab‘_gja\éu\

sy o ST b Las o sls zalyl (..Jad" &!,» DNS Parameters  Symbols 5 User dsbe gls Cond

Properties - CP 343-1 IT - (RO/S6) |

General l Addrezses ] Options ] Time-of-Day Synchronization ]

IF &ccess Pratection } IP Configuration | Users | Symbaols | DMS Parameters | Diagnostics |
i

\)(..:lé;:al}:sjii: CP b &, &, Cwd IT )8 o sees P Access Protection i
QMPAQKA&MUBMJ\)AGIP Sl T EﬂM@IQ:}JMQ.uQ@\)\:

.ul{‘j‘)‘.ﬁbs:))ls




\ay IT-CPL_IS

Properties - CP 343-1 IT - (RO/S6) |

Addreszes ] Options ] Time-of-Day Synchronization .
IP Access Protection ] IP Configuration ] Users ] Symbols ] DM5 Parameters ] Diaghostics
v Activate access protection for P communication

IP Access List
|‘IS2.1ES.U.1U?

IT-CP Oyl5” 89 yb 31 Jgome Olbls oI V-1«

LY < Q)x\.« b A eals Cj& J.é J«A‘! BE) Ny ‘_s.TLbL:)\ C‘y‘ rL‘J J)w )}L)IT'CP le.h Q)K
sl

ISO Transport Connection

TCP Connection

UDP Connection

ISO-on-TCP Connection
S7 Connection

MelS s Isls Lol gla 2SS6 L T g5 4al s 5 Netpro s LT sy S olas )8 o o

1SS 4 (95 5 3 sk plal S s il
b e 1, 0n Line Sl s By IT s Sl e 51 il dydor kg8 5y ol 0 506
3 48 Csls H‘P‘)ﬁjﬁNCM @Jaﬁf@&gfdjéaﬁ;;ﬁmagnostics w8 s,

el 0 63LI C-Plug Ol e Coss (ol 4 S 0T

35 NCM S7 Diagnostics -

[l el Cperating Mode EeIEN

%a|2 | oder] ]7]

- Online P

+ B8 |ndustial Ethernet EilEe

8% Time of day |nterface:
5% Operating Mode o

subne

il E:PLUGE o destinatio
iaghiostic Buffer o



IT-CP L_IS VAA

C-PLUG S0 Q)J@JKJ:' J}j‘.ﬁ u;_‘ 0L Q)waw CP Q)KCAA:MLJJC_PLUG

SO a5 L OIS (o 5 ok 0,53 OT (65 5 Sy & by s sl B 67 3505 15 e )
5 5 e S8 4y S s S sl Jsjle ol 0313 515 LG, PG eslisel 4 5L 0k

Email § yb 3l OleMb!l Jloyl ¥-1-
Mo g 6 Y
Simple Mail )..8" o gliy 1) SMTP s g w0 9 &S o Joe email Client 0l ga IT-CP &o)8° @
( Transfer Protocol
.aﬁfv.email.Uljs‘f.ij.\:.wjé.:email.\;lj:@‘uéPLC .
335 s )G AG-Lsend 5 AG-Send sla 52536 0T &b s ;3 PLC 3 b jlemail Jlyl sl @
4 gk S Net pro s Connection J s 5 ol CJN email LLi,l e
3,5 515 pemail LL3,IPLC 3 0 Ol5 ood &S (== s Connection Table ,> o
3,5 51,5 »email b5, Broad cast & s Ol 55 o3 Connection Table ;5 o
3,5 )13 email LLs,I Multicast &) s Ol 5 o5 Connection Table 5 @
35 )l email bl ,)PC yPLC s Ol 5 o Connection Table ;5
Slebs g odd Cua db g 0 Application Col p’\l A4S o Joe email Server Ol g &S PC gy, ©
S > Lo email e g 45735 o Ol (oo Je Olgim Slecats 1 b Bl o plonil 23
AEL s 55 42 sazme Sl ol b LI OGIL 555 (0 LK Sl
4 ab gy o emaiil (Glgw T oo Ls &S5 5 Bl ¢ il Laseia IP o,ysT il Yl Mail server g5, @
User @ Mynet Sk AEL odd pead L 4 el Servera S 4 el Ll 3 &S s Client

.com
NetPro js g S Sy, @

oy U o3 S &SUS JLgs Jb law (g5, ki 5,4 Station L e Connection Jgd= 55 )

. 345 3L New Connection
| =
Station: |[L|n$|:uecified]

Connection

Type: |E-mai| connection j
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IT-CPL_IS

-3 sdas 3k 50 2y w51 E-mail Connection 3 YU i Unspecified bl b 56 0 2ty 55 .Y

Properties - E-mail connection

General Information | Bddresses | Overview | |

Local Endpoint

ID [hex]: | 007 A0

M arne: HE -mail connection

ViaCP:  |CP 443117 - [RO/S7)

Route...

Block Parameters

1—ID

WHTEH3FFS — LADDR

ol yainia LADDR 1D 0T s &8
=

w)bTO._v_‘ .(.7‘5@3)1} lJE—mail ServermJoyfIP wJJTJﬁJ.ﬁ aﬁg.‘..:Address LM;)D Y

Mynet.com 5L (Alias) s ¢l o 1 192.168.1.23 S A3L sllas Oy g Ll o0

Properties - E-mail connection

General Information addresses l Dverview |

To address the E-mail gserver [SMTP), you can uge both an aliaz and a

decimal IP addresz.

Local
IP address: 17216135
PORT [dec]:

E-mail zerver [SMTF]
i
|

Defaulk zender address: |

=

> Hweconfig ,;3,545;,{ dal g ume Jyse 33 5sd osls Alias O s u,.‘).sTJ?\

&y gas IP e 5T (Domain Name Server) DNS Parameter isw ;3 CP &o,8 (gla sl 5l

Iﬂjp.ﬂgo&a:‘:é@

General | Addiesses |

DS zerver addrezzes:

Add...

Options | Time-of-Diay Synck
Symbials DNS Parameters | Diagnostics



IT-CP L_IS

=5 (#2015 WPLC « 50,53 Net pro 5 hetw S

25 JS& dsle (sl oy 3 Diagnostics (g5, <SS L AL os plowil o ys Slekay Ky

gnostics - CP 343-1GX20 0/4 2 DNLINE

.Ju_:v.:.al}s- I Jdlal Curs s

[z NCM S7 Di

Diagnostics  Operating Mode

Diagnostic Buffer  “iew Options Help

%l @ | dhler| | E)

jﬁ Modules

H 45 Industrial Ethernet
&3 Time of daw
¥ Operating Mode
Diagnostic Bufter
= [ Connections
$ E-MAIL

B 150 on TCP
o] TCP
B3 UDP

Caonnection Properties

Test E-Mail Connection
Test E-mail recipient:

Connection number: 15
Connection status: Initiskizing connection
Assigned CPLL Rack: 1] Slat: 2
Default sendes address: |Tm@5iemens.com
E-mail server name: |
E-mail server IP address: 20012.1.99
— Statistics
E-mail sent pos./neg.: 2/0

|servu:e@xy company.con

PLC fawgs email Jlwyl w9y

25 plani] PLC &b, ;3 AG-L Send L AG-Send sla 2556 03 o Low 5 Jeeat Jlyl

.:).&Lsaul.a6:j)};)i};:.3LQQ:.QBLSLAJ:»‘JL;):LADDR}ID
58 0313 DB s T aSSb 53 5 il o 0,53 L5 5IDB G 55 b fawsl 20 5 Jaesl o yaT
Jle sl S s YL )3 ¢ el Lol OT Hlisle Js Sl ol s Juasl 45 by 10 DB ol

bﬁm‘y‘guﬂ‘)-\"d@w“\ibﬁ)t}i‘z

-Y

¥

¥

Address | Mame Type Initial value Comment Entry

0.0 STRUCT

+0.0 TOY STRING[40] TO:name.name@t-online.de;’ | Recipient Mandatory

+42.0 cch STRING[40] 'CCiname.name@t—online.de; | CC recipient optional

+84.0 FROM | STRING[40] 'FROM:plantworks2i@xyz—onli | Sender optional

ne.de;’

+126.0 SUB STRING[40] 'SUB:Status Station 7;° Topic optional

+168.0 Text STRING[100] | 'TXT:Fault in plant Sector 2;' Mail text Mandatory

+270.0 Attach | STRING[S0] 'BNY:" The attachment is || optional

ment introduced here?

+276.0 Valuel |BYTE B#164272) Plant’binary optional
value?)

+277.0 Value2 |BYTE B#16#032) Plant'binary optional
valug?)

=278.0 END_STRUC

T




Yo IT-CPL_IS

o atd g Aasl w37 Default Sender Address (sl )3 |5 i Connection o2y 55 1 -0
338 o dlayl 0, 8wy ods 3,05 S s From (gl 53 &S le gl gy o yoT ol il

o AT 55 b 65T b b pls 53 Sl wlas 5 e DB s ba il cmiy Ca b —F
.:,_f)ljé Semicolon

S oslizel ALTH64 5135 @ Cudle by 55 JSiw ST -V

2 AG-Lsend 2856 51 b b 2iy ab 240 51 (ks + Slaseia Joli) ) DB o ST -A

D38 Jlyl 3 Sysa Ol oo 1y A5 JSE DB e .3 S e3lizal Jlu

call fc 50 //AG_LSEND block call

ACT = M 10.0 //Bit for triggering job

1D = MW 12 //Connection ID (connection configuration)
LADDR = W#16#0100 //Module address 256Dec. In HW configuration
SEND = P#db99.dbx10.0 byte 278, //Address of the data block; DB length

LEN = MW 12 //Length of the data area to be sent

DONE = M 10.6 //Address for return parameter DONE

ERROR = M 10.7 //Address for return parameter ERROR
STATUS = MW 14 //Address for return parameter STATUS

(FileTransfer Protocol) FTP & o 31 k6 Joli¢-1-
Dax g |G oS
2,05 555 48 b 53 )9 PC LPLC o b Jols 01l o
SWDB & 0ly o fip Lol Ol 523 LPC 51 Il ol )3 A5LFTP Server &l «PLC o
2 ol 5wl 4 5l Al 5o L85 6T 0 b Ll 1 6T 5 STy (o 2es CPU

s PLC o

Cam

(I
B FTP client FTP server u
C——

SR GPU data blocks
PG/PC % S7400 ST-300

ool gl aSGb Sl eslinul b Olg o Sl ol 53 LiL FTP Client ¢ &Llg o PLC @

cSe b als JlEsl PC s L a1y ¢S s PLC 5 s 5 sl

= FTP client FTP server

.MQ@Q}&ZAJKuMQ}@IQL..&Netpro Q@J}&@&d}db}:ﬁéu .



IT-CP L_\ Y-¥

Netpro ;3 FTP L5l g Sobos @
.3 5% 3L Connection & >y b w69, ¢SJS™ L g Connection Table J s> ,5 Netpro s .)
.=l 51 TCP Connection il 5 YL 51 Unspecified olsst .Y

31D 05,8 Cuslanl 5 (5 JSKa dile ) o 2y 53 User for FTP Protocol 03 S Jles ¥

.LADDR
Properties - TCP connection
General Information | Addresses | Elptions.! Overview |
Local Endpoint Block Parameters
|0 [hes): o001 A0E0 v o
M ame: IT_CF' connectiond

WHIEHTFFD — LADDR

“ia CF: iEP 443117 - [ROSSE)

Route...

W Llze FTP protocal

Jsder 53 015 o FTP JLasl \¥ ST1us S7-300 (51, 5 FTP Jlasl V+ STus S7-400 (gl 0 o5

.58 s =5 Connection

FTP Client Qlj.bq PLC (i
ﬁ)‘)wyMLjMJEJPLCW)} o

Ly, Al
Sk b
FC 40 FTP-Connect
FC4l FTP-Store
FC 42 FTP-Retrieve
FC43 FTP-Delete
FC 44 FTP-Quit

obys b (Store ) Jloyl 4w ¢ Sls (1\;.;\ Connect Joe FC 40 L L lanl 4l 55 @

ey FC 44 533105 L1, FTP Jlasl L 55 Blg. ol  (Retrieve )
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File DBs

FTP client: S7-300/
S7-400 station with IT-CP

IT-CPL_IS

FTP server:

[ =

FTP connection

= DB127
= DB243
DB244

4

bk o HFroiebis T Pl i n 12
[G
1F

[ Mara

User data

FTP_STORE

User program

CALL FTP_CONNECT
CALL FTP_RETRIEVE
CALL FTP_QUIT

Wbl el 5 and K88 o CALL (B 2856 )t FTP-Connect 3l o3lizu|

FTP_CONMNECT

ACT DoME BOOL
D ERROR BOOL
LADDR STATUS WORD
LOGIN

L BUFFER_DE_NR

. 3 905 3,y Connection J s> s 4> 5 b L I, LADDR 31D sla (35,5

Jlail gl & sl (S s o)lad e 457 sl e Se &S Buffer-DB-NR (¢35,

DB o led ¢S5 Oly (o S G5 FTP sl 256 plas (sl . AT (oo Jor 3L Ol sim FTP

55 G LUl

J)‘} 5}\; \%Jg‘_gijé sl..w‘)l:;FTP Servera.v_.«,u; Ls‘j’gu,‘..hﬂb\iLOGIN $>9)9

Q)MlJLogin‘_gLAJ:s\)liJijJi.i..s_,.fudaa:b‘_;:j)‘,;ﬁl).sdf)?\{L".LJQTU,.).sTje.A.&

s e Ol & e
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Relative MName Type 1 Example Meaning
Address
2)

0.0 ip_address STRING[100] | 142.11.25.13%8' IP address of the FTP server.

102.0 Username STRING[32] ‘user' User name for the Login on the
FTP server.

136.0 password STRING[32] ‘password’ Password for the Login on the FTP
server.

170.0 filename STRING[220] | 'e:\ST_Station\block | File name of the source or

swdb127. bt destination file

s e O FTP gus Connect sl 3 1, FC 40 jlgl 3 5l Jla 54l @

call fc 40 //FTP_CONNECT block call

ACT =M 420.0, // Job triggered by memory bit

1D =4, // FTP connection ID acc. to

LADDR = W#16#3FFD, configuration

LOGIN = P#DB40.DBX 0.0 BYTE // Module address acc. to configuration
170,

BUFFER_DB NR :=9, // Information for LOGIN in DB40

DONE =M 420.1, // Buffer area for FTP service

ERROR =M 420.2,

STATUS =MW 422);

Ol sias 45) PCay ( ol Client ol sias 45 ) PLC 51 DB Jluyl (gl,; : FTP-STORE jf eslizal

D13 5 as S 555, e ,0(Cwl FTP Server

FTP_STORE
BOOL —t ACT DONE BOOL
NT — D ERROR BOOL
WORD —1 LADDR STATUS WORD
ANY —1 FILE_NAME
INT —+ BUFFER_DE_NR
INT = FILE DE NR

deis pba b b el 0T 53 48 sls LWL DB )57 o File name (g55,94  ®
B/ 2B L L e S peDL O 24 [S8) 2 S99 4
oo DB 55T File-DB-NR (63555 4. 5 JK& 53 DB 40 wile Sl 0ueT 0T (g5l 0,503

23 o 1 255 Lol Server 4 OT slalys LU« Source (s ) in PLC
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Relative Name Type 1) Example Meaning
Address
2)

0.0 ip_address STRING[100] |'142.11.25.135%° IP address of the FTP server.

102.0 username STRING[32] |'user User name for the Login on the
FTP server.

136.0 | password STRING[32] | 'password’ Password for the Login on the FTP
server.

170.0 filename STRING[220] |'e//ST_Station/block | File name of the source or

s/db127.dat’ destination file

M| a5 (gl 5 Sl ok 0nls O 5 IS 55 52856 ol : FTP-Retrieve i oslizul @

FTP_RETRIEVE

ACT

— D

LADDR
FILE_MAME

BUFFER_DBE_NR
FILE_DE_MR

DOMNE
ERROR
STATUS

RSN )kg‘.

BOOL
BOOL
WORD

. 358 n0,u53 PLC Caaws y3 oo File-DB-NR 5 0T 43T« DB jslus @

Olen 0T (sl (63555 - 355 o 42 FTP byl 5256 opl 51 e5lizul L : FTP-QUIT jl oslizal @

.Lzwas LADDR 41D
FTP_QUIT
BOOL — ACT DONE BOOL
INT  —] D ERROR BOOL
WORD — STATUS WORD

FTP Server Olgan PLC 3l oslatw! (o

‘J L)kawf".w.ﬁcjdwjaé;diﬁbJ..!)KcUUSerﬁ{JJCP Q)ls‘_g\.bf'.ﬁ‘)‘.;)b °

ﬁ)p-)w‘w .rﬁu@;)b ‘)Password Wuﬂ’:&ﬁ
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[
General ] Addiesses ] Optians ] Time-of-Day Syn
IP Access Pratection ] IP' Configuration l Symbolz ] DMS Parameters
Llzer List:
Usger Rights Add. ..

Uszer name: |maher| Password...

The user iz authonized to...

Iv uze the symbaol table

I¥ read variables uzsing absolute addieszes
|v write variables using absolute addresses
W access files an the 57 station with FTP

|v send a test mail using the spstem page
Iv quemny the status of modules

Iv query the order number of modules

sWCPU 0I5 (o bl onl bow i 555 o 45, File-dbitxt ol 4y (L Lol s IT-CP )8 @
S G x5 4,8 o 15 eslinul 5,5 FTP b5, cy 5 o WDB
ek 5 IS8 b 15 o WTFTP iy 5315 58 Jb cre Lol LFTP i o7 L)l
5503 3515 1y Slaales ) s 5 Cils s CPU @y gy o o g5l 511, # CaMe sl Sl

Properties - CP 343-1 Advanced-IT - (RO/S6)

General ] Addreszes ] Options ] Time-of-Dray Synchronization ] IP Access Pr
IP Confiquration | Users | Symbols | DNS Parameters C_FTP_> | PROFINET | Di

W Use FTP server for 57 CPU data
FTP Configuration

# &l lines that do not begin with "cpu” (lowercaze AMD no leading blanks) -
# are interpreted as comment.

# b arimumn length per line iz 256 characters.

# Delimiters are [one or more) blanks.

# The following table defines the rack and slot of the CPU(z).
# The definitions "cpul”, "cpu”’, "cpu3”, and "cpud" are allowed.
# CPU Rack Slat

Hepul 0O 4
Hopu2 0 7

cpul 02
# The following table specifies the azzignments of file names to DBs of the CPU.
# & maximum of 100 file names can be specified.

# The file names must begin with "cpu=" [where ¥ =1, 2 Jor d]

< ¥




Yoy IT-CPL_IS

. 3 ga3 o3lizwl Template Ol sins |, OT 015 o0 5 Sl 305 359 6 @

pd ails bl ol sl SIH Cade g 358 aseie Lo ) isw saFile-dbitxt ;5 e
la CPU 4 by o Ml 565, 05l )
s CPU jlplis 2 S s ojled .Y

AELods LIS CP yl8 4 swsbods 2l olg LB @

3gdal s S FTP Lol wials 5 2 o IT-CP j3 36 b6 ST o

Dl okl 03,57 5 K 5 File-dbutxt L 5l gl 650 @

Example:

# COMNFIGURATION FILE for file transfer between an FTP client of a remote system
#and an S7T-CPU using the FTP server of the IT-CP

# This is an ASCI file and may be edited.
# This file must be located in the directory “/config” of the file system
# of the IT-CF. Its file nama must be “file_db.txt” (@l lowercase).

# Aldl lines that do not begin with “cpu” (lowercase AND no leading blanks)
# are interpreted as comment.

# Maximum length per line is 256 characters.

# Delimiters are (one or more) blanks or tabs.

# The following table defines the rack and slot of the CPU(s)
# Definitions of “cpu1”, "cpu”, "cpu3” and "cpu4” are allowed.

#2CPU Rack Slot
Rackislot =
assignment cpul (o] 4
cpu2 o T

# The following table defines pairs of file names and file DBEs in the CPLU.

# The maximum number of pairs is 100.

# The file name must begin with “cpuX™ (where > = 1,2, 3 or 4)

# Mote that "cpuX™ must be defined in the table abowvel

# The file name must consist of the characters “a-z", "A-Z", "0-9", “_" or ".”

# It must not include a path. The maximum length of a file name is 84 characters.

= # File Name File DB Number
DB assignment
cpuldbz20 20

cpuldb3s 35
cpuZ_test.dat 5

:ﬁf@abm‘ﬁjwj‘j}@jjb jﬁKWJA °

Start > RUN >CMD > 5,2 . 2l DOS o 2y > FTP PLC caws ;sCP &)S & by o IP 55T
35,5 50y 5l ey Sl 035 142.11.49.69 dslee PLC it Oy TP s J,L)'Jg,.i):
'(‘J@QJ‘J‘J(%‘°JJ§U".‘&“CPQ)K AHGM&'JJK@L Mﬁw‘)Usercllu}L»b
User play 358 plol Canys ol e ol SV 4,y 1, password e} Sope 53 0T 5l my
Ll FTP b5yl s 5 o 615 il &7 555 sl Logged in

L3 0lg S FTP gk 53§ Cadle (23108 L1y ol g2us
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MS5-Dos - ftp 142.11.49.69

c:w>ftp 142,11 .49 .69

Uerbunden zu 142.11.47.6%9.

228 CP 443-1 IT FIP-Server Ul.82 ready for new user
Benutzer (142.11.4%2.6%:<none>>: ftpadmin

331 User name okay,. need password.

Kennuort :

238 User logged in,. proceed.

Ftp> remotehelp

214-The following commands are recognized (* =>'s unimplemented).

USER PUD LIST RETR MODE REST APPE=

HLST REI M=
RHFR SITE=
RNTO SHNI =
DELE ETOU==

214 End of help.

Ftp>

4 by 2 DB35 4 PLC Coaw 31 S7 datautxt ol 4 6 &S Jloyl 5l 5 Jin 4 x5 b @

M}uj}::AKLMJQFTP Ja._?u): Sl Ls.Q\SCPU]
FTP>Put S7 data.txt CPU 1db35
bbj?‘fjhl.bjﬂKFTP@)}ﬁ)(%}}&&l{bd}A;Jb)\&)}.ﬁ): L]
“ 226 Transfer Ok ; Closing data connection “
)CPU la DB (Dir j5ws b 05 g0 5585 Iy b il ol o3l> Lle DB o)l :&:3)},;): .
FTP>dir CPUL : gy § 52 CPUL g1y te . y3 1 (b ks 3 e Fille-dbutxt 6 55 57
LS.':M le}hl:;’.}} Uhjla.w 6|)‘.> QTHeader Sl r)y) Sl upl} FTP 4 .la_yfa DB J’_S‘j‘..ﬂ‘ o

Dl odsT 5 53 OT Header i (gl 45 g5 s

Address Name Type Initial value Comment

0.0 STRUCT

+0.0 bit08 BOOL FALSE reserved

+0.1 bit09 BOOL FALSE reserved

+0.2 bit10 BOOL FALSE reserved

+0.3 bitl1 BOOL FALSE reserved

+0.4 bit12 BOOL FALSE reserved

+0.5 bitl3 BOOL FALSE reserved

+0.6 bitl4 BOOL FALSE reserved

+0.7 bitl5 BOOL FALSE reserved

+1.0 EXIST BOOL FALSE if TRUE: FileDB content
is valid data

+1.1 LOCKED BOOL FALSE it TRUE: FileDB is locked
caused by changes of the
content

+1.2 NEW BOOL FALSE if TRUE: FileDB content
is new and may not be
overwritten
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+1.3 WRITEACCESS BOOL FALSE if TRUE: FTP server of
the IT-CP has write access,
else FTP server

+1.4 bit04 BOOL FALSE reserved

+1.5 bit05 BOOL FALSE reserved

+1.6 bit06 BOOL FALSE reserved

+1.7 bit07 BOOL FALSE reserved

+2.0 ACT_LENGTH DINT L#0 current size of the content
in bytes (not including the
header of 20 bytes)

+6.0 MAX_ LENGTH DINT L#0 current size of the content
in bytes (not including the
header of 20 bytes)

+10.0 FTP_REPLY CODE | INT 0 last reply code from the
remote FTP server

+12.0 DATE_TIME DATE_AND TIME | DT#00-1-1- | date and time of last

0:0:0.000 change of the content of

the FileDB

=20.0 END_STRUCT

4 by e Library .} Jﬁ.« sl Simatic Manager s jf\ Cws 39 DB ple 4 g5L5 @
o) bl ol o sl |5 SIUDTL 0s s 8 5kl V'S 5L 1, Simatic_Net_CP

))}TM‘f}AJ%\%J}MQ‘}.&bé}ﬂ)bb)gw‘r.:‘fa)u‘UDT J‘quﬂj’d

@ File Edit Insert PLC ‘Miew Options Window Help - g X
O = | 2% 2 @ L= | < NoFiter > I
-G8 SIMATIC_MNET_CP Object name Symbolic name Created in lar

=-{=z CF 300 &HFCi2 PHIO_RECY 5TL
Blocks &3 FCan FTP_CONMECT 5TL
+-{E9 CF 400 & FC41 FTP_STORE 5TL
&3 FC4z FTP_RETRIEVE 5TL
&3 FC43 FTP_DELETE 5TL
&3 FC44 FTP_QUIT 5TL
&3 FOR2 C_CMTAL 5TL
FILE_DE_HEADER
< >

35h ales bl 3 55 e L5 b ULyl s PC 4 PLC IS Al 512 G STl 0

Web Olkxio 31 oalaiw! 01+
Lss o I IT-CP )8 & oS 5 5slS (555 HTML Oolmio 3o,k 5IPLC L b5, &l opl s

HTML amiio S (0 3505 1, CP S8 TP o psT S5l 0 Loy o Browser 55 3,8 (o &y pe
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IP 5 sl e o, Sl )5 IP Access Protection S Sy 55 358 o alb 5 &) s

b g enls Gislad ) amies ABL 4B Gkl OT U 5 5l

Bj SIMATIC MET IT-CF - Miciosoll Intsmet Exploss
Daei Besbeksn  faichi Fawoden  Edme 7 | &
o) d ] e e
ibmzea 8] 11y 15 1651 12iveknbin sl
SIEMENS EFind Contact Heme Zarermation & Tenres
Server Informanen Device Sructure & Stemae Send Test Mail Lofommanen

For connection of the SIMATIC ST stati
a company’s information technology (I
equipment via Industrial Ethernet

] EETE] A
35S Cls 2 I e (gl amin r..f ¢SJS” Server Information (g, 4w VL 53 S

sk alb CP o yl8 Sledb! o

doress | 8] hitp://192.165.1. 106 /index htm v B
YP & mi. ..atlempting to retrieve buttons from Yahoo!...
SIEMENS Find Contact Home Automation & Dnives
Server Information Device Struchure & Status Send Test Mail Informaton Ealesystem Version
N
Server Information
Device-Name: CP343-11T, 6GK7 343-1GX21-0XE0
Firmware-Version: V110

HTITP-Server-Version: HTTP-Server V1.38

Filesystem Information

Filesytem Type Mount Point Total Bytes Free Bytes Total Inodes Free Inodes Bad Blocks
Nomvolatile FLASH Filesystem 28,47 MB (29858816 Bytes) 27,77 MB (29120000 Bytes) 15351 15323 0 (0 Bytes)
Volatile RAM Filesystem Jram 30,39 ME (31866368 Eytes) 30,38 ME (31860736 Bytes) 16383 16380

ROM Filesystem ISYS 0.4% MB (520704 Bytes) read only (0 Eytes) 24 1]

Skl oS g, Gl e S rff &:lfDeVice Structure & Status au.lf ©9) Jf\
CPU ,; osde 45 Sl PLC 300 &K ksl auins O 5 K o 5un 313 j2ules o515 Diagnostic
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LEDStatuS OP}DL@}T&}#JJEL@JJK&‘&)KMW} g:,..w‘ g;ij‘CP Q)KM‘S‘)J

sl o9y OTBAF 5 SF (lgdls Js Sl RUN e 55 CPU oS s Ol st e O gins. s ,alls

uddress | 8] htp://192.168.1.103/index.htm v Boco
! o Search 1 ...atempting o retrieve buttons from Yahoo!...
SIEMENS Find Contact Home Automation & Dnwe
Server Information Dewice Structure & Status Send Test Manl Informatien Filesystern Version

Online S7 Hardware Configuration and Status

Onlme 57 Hardware Configuration and Status of Rack 0 ()
W|Status |Order MNumber |FW-Versi0n |Diagnosis |LED Status
BTk B | E
[z M [sEs7 314-1AE04-04B0 V120 [thow  [SF - RUN - STOP - FRCE - BAF
R F | F
4 N 6CKT 343-1GX11-0XE0 [v2.07 [how  [5F- RUN - 8TOF
[ [ [6CK7 343-1GX20-0XE0 [V1.0.0 [how  [SF - RUN - STOF
6]l [6GK7 343-1EX20-0XE0  [V1.1.10 [show |SF - RUN - 5TOF

A F | F

Diagnostic 3 sdd & sls play r._.:féi.:lfDiagnosis Oy 55 53Show (55, CPU (s 5

.u@}@d@bbb}@@}\ﬁ‘,&.ﬂ&f})) aMWQﬁ‘CPQ)K}LQE}:ﬂ

== | ] hittp: //192.168.1. 103 findex htm

Y e Search |+ ] ...attempting to retrieve buttons from Yahool..

SIEMENS Find Comact  Home
Server Information Device Structure & Status Send Test Mail Informanon File
Online S7 Diagnostics
Last 10 events of 57 Dhagnostic Buffer of medule i Rack0iSlot5
Mo. Time Stamp Event
01:33:42:199 ;
110 01.01.1994 Module STOF - mode selector activated
| 010158492 '
9 01.01 1994 D enable by 37 CPUT
lo 01:01:57:293 ' .
2 01.01.1994 Dowrloading the module database causes module restart
7 01:01:56:393 [The SIMATIC mode was selected automatically for synchronizing
01.01.15%4 the time of day is not activated
1] s Idodule STOP due to modification of the database.

01.01.1534
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YVY

Sy SIS L Ol (oo AL odd plowil 5 okd S5 s G fml Jljl 4 by e Slaes S

e b3 giee Jlo ) ey el LT 4875 87 ¢S5 Send Test Mail 4 8

Send Test Mail

o email can be sent to an arbitrary uger in order to check the avalabiity of the SMTP Server and the integrity ¢

From: Iplant@server.xy

To: Iuser@prnvider.xy

Subject: Itest mail from plant xv

Text: IHellD user, this is a wail sent by IT-CP

Send Ivfail |

35 5155 e Jseme Gl 4 Cas HIT-CP (sls 00 oo Ol oo bd bl pl a5 L

5,05 L Internet Explorer i eslal b Olg oo A3b ol oslinal ol )8 i W PLC (g5, ! 4§..w

.J;)I}ﬁJoL;J‘QTL!L@JJlf)'Ir(.\f,aIPJeij;);;

5 Kyl sl Glmdo i 350 alb sy se ol amiio D 4 Jlasl o808 B 5,865 0T

s o 0L HHTML Slomis o) 51 (6l 4303 15 IS8 . gian 05Ul J 287

Generator status

frequancy excitation voltage rofor volace
50 00 30
g ipndillite g 55 o\n""}e,raoo 2o e e
[H=] M l.'
l" 7
{
i J 1
frequency: 51 [Hz] il vollage: 4450 [ ratorvaltage: 232 V]
affactive powar; ‘ 512000 W] apparent power:‘ 2000 [VAR] walll oS5 powiar | S40105 [¥4)
cos ‘ a5 y100 Temp (einding) ‘ e mains connectian tornected
mains connaction (0 - disconnect, 1 - cannect):
[wk_WI5.8_NETZKORP LSTEU [1/3) jl Bemenl
turbine status
- 400 [Uinin] |f|c|1|1'; | 12 [ms]
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oslizul Lol Editor b 558 o o3lizel Browser 4 4551 4 dius L34 1 b LU il HTML Slwins
Tools > Page option > (ggs ,uws 31 OT ;3 ) Sleks L Front Page | eslizul . V’i‘{
. 3 & Jlesl Compatibility

.Lib Jlé &L Enable With Front Page Serve Extensions 4y Jf q

.55 Jld LS Active Server Pages 4y 5 (Y

345 Jled ol r)'\l Java Applets 45 £ (¥
A5k 1, Java Consol au Jf Tools > Internet Options > Advanced ¢ s.s ;I Internet Explorer 4l s ;s
S 5 S

Internet Options 21 x]
General | Security] F'rivau:y] Eu:untent] Eunnectiunsl Frograms ~Advanced |

Settings:

| Uze HTTP 1.1 through prosy connections -
'E] Microsoft Wi

Java consale enabled [requires restart]

O Java lngging enabled

JIT compiler for virtual machine enabled [requires restart)

Web i 55,87 Glg,l8 ooliw syled y Slasin il ¢l S7 Ident Applet

Web div (55, RUN/Stop Ll ldgbe oy Siules 612 | S7 Status Applet

Web dio 55, Jioles s PLC I S &y oz s plie Ol (g S7 Get Applet

Web d=ipo 5 ,b 5IPLC 4 pslas 5 ks eyl ¢l S7 Put Applet

bl eslizal o esleT S 8 ols o S7 Bean
ol oslizl isles (ol Applet cpf 51 k8 Jle iy 55 .ol =1,k S7 get Applet jl esliwl b s 5 Jle
ol s BB 0T i) 53 pte I CPU il o paT 0 JSE s

am

Ve
Il Vs am
A T
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Wl oz BB 5 s 31487 515 35 9 G55 sl Applet I Jle i IT-CP )87 s

SIEMENS

Server Information Device Structure & Status Send Test Wlal

Index of /examples/

Name Last modified

Up to higher level directory

BE .- Sat Jan 1 00:00 1994
. ../ Sat Jan 1 00:00 1994
& GetPut Applet Javalcript de.html Sat Jan 1 00:00 1994
@ GetPut Lpplet JavaScript en.html SJat Jan 1 00:00 1994
& Tdentipplet CPU JawvaScript.html Sat Jan 1 00:00 1994
@ Statusipplet CPU Javadcript.html SJat Jan 1 00:00 1994

MW100 Jldis amio pl 55358 o a5 amivs GetPut_Applet (g5, <SS L s Jlis o 53

Al up\.,a:"\ Hldas ol @ Oly P I D gn 03l u:"LL“-’

Accessing S7Put- and 87GetApplet by JavaScript
This page uses the 2TRean AP wath fixed lanpuage settings.

Ploasc sohup the appropriate rack and slot values of your 87-CPU:

Rack/Slot: [0 | [o | [Baply

The followsrg applets lets vou put or get & waloe
{doubls chck onthe spplets to configure therr scttmes)

[anon =] 22 Sel

Press the appropriate button to put or get ths value by JavaSonpt

133 Fut value
|23 Get value

& = A00% o 20 (3 1 bitoarsaal
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3T e (6 K bl 3T MWI00 slons 015 (oo oS SIS (gl e Siulos JSCo 555 51
Cm S s A

b oS ol ST, ol Security 5 Coel 358 S3IT-CP slg,l8 L blisl 55 sl 48 SLL <S5
sl 3Bl e BB el S (gl dais a 313, 8 515685 Kb 6K gsy 35 ol TP T
Some b (o g s 31 (58 o sl 1 p3Y el clin sla 131 05 5 1B sl eslized b sl

.:Jf Slowl






Simatic Net tawgi OPC b, -1

Py Jesae
§ Cuwz OPC V-1
OPC Server (o S Y-V
OPC Server LPLC s b3l s 35 F-1)
OPC 1 yb 31 iy ygiile £-1)
OPC b blisl Sl o JI9529 L (o gf 4ol 0-1)
OPC b L3 51 53 Excel 31 ookl &y Jbo1-11



OPC L_K8 YAA

ks Jols 5 Kuyple sl iens OPC loslisul s OPC olllr 5 o ggde izl fab onl 55
OPC l{.laL.J)):dlfelfJi;rjw e&\?élﬁ@y6w|6»):w|ya‘blﬁ L o Ol

.;)\:\J‘gu5|&W@5§QTL}~KQ\)}L~>@J,&:50PC 355033 53 5 JelS Cou L 58 sl

§ Cwwz> OPC V-1

Open Process Control  _aises | 5T o )JGASL..;‘_;} .| OLE for Process Control _aiss Lo , OPC
Dynamic Caise) DLL (oo 513l e 5 bS5 a8 Sl 5kl slgile 3 31 (gl 48 sazee OPC .l
lde Server L lys Jsls ¢l Clith§)J Ol ooyl olep cpl il a,\..:@?(Link Library
Sl g S oS s 5 aalp Laes 8 Wil 5 o Lgden Call OT 53 sl 3 ol &S Client 5,058 sl 55
. 3Ctt L Visual Basic wibe dib S™ o oy gl | 5T

5 <l Object Linking and Embeding Caises odds sslizul 0T 51 OPC  (,ld&at 53 45 OLE aulS”
53 5hn o3lil (65l ¢ 5 gl 4 Ll (gl (65l cpl L Bl (oo Sl s Son ST I (6558 3 e
Slowieo 5 eslizul 5,40 gls JavaBean Jslee 5 Cool bl 4xw s COM/DCOM (554 55 Low
Word Lows ;3 Object oSS ol g 0155 o 1 EXCEl (65515 ol 5l onlizal b Jlie Ol siny il o 520!
Los 2 3 1) T Ol o & (ot sla ObjECt in Sl OLE oxivs g5 l5 )3 OPC .55 o
CHt 3 VB s oes 53 Ssamle 51 S ,1 gl p DLL &) gy OPC . 3 5 550 5 ikl (g 55 sl
Loos 6 Sl Gmla gl s 5 J S 6 5 atnls 632508 IR 05l pls Tl o s 55
53 438 15 alin ) g0 ot 93 5 Sl pdy OISGl Calibe oy ¢l b Sl ol
Lt £ 520 S G gela 51 Dl g b LLISI sl Client Ca 55 <l OPC 45\5456“_.\5‘..:..._“
AP ¢ Lis OPC Lz (s 3 (Js 258 ol il (63258 byl e el 03N
Gl ST L LUy 5t )y Gamle sl g & 5,16 5L Client Sy, opl 55 CandlS (65,8
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2 |SIMATIC 40001).CPU 414-3 DP High_Level Switc False Original bioal R Good
3 SIMATIC 400(1).CPU 414-3 DP.Start_pumpi Falze Original biool R bad
4 SIMATIC 4001.CPU 414-3 DP.T ank1_temperat. 0 Original untlé R bad
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Add new driver
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SIMATIC 505 TCPIF.chn
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SIMATIC 55 Ethernet TF.CHM
SIMATIC 55 Profibus FOL.chn

SIMATIC 55 Programmers Park £
SIMATIC 55 Serial 3964R, CHR
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SIMATIC TI Ethernet Layer 4.CF
SIMATIC TI Serial. CHM

Syskern Info.chn
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OPC Group Setting ]

OPC Server Mame

[x)

[™ #ML D& server

|DPC SimaticNET

Run the server on another computer: Server

Test

|<LOCALs

Server Test

y Test 0K, This server supparts the OPC interface.

(e Cache

" Device

3348 Sk 55 358 4> 5 548 e 5wl OPC Server s Wince o Connection & s 5 op b

G OT opdT 5 (b s b 6D (S5 lasl g5 035 aie 4 G5 Ad plnil WINCC
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+-= Internal tags
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+- & & myConnection
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Marie | Parameters
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Properties of Tags
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AR NewTag Properties [g|
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B Local Server(s) 1 _;S?:[S? connection_1]w0,10 OFC Address
=143 OPC.SimaticMET 2 5757 connection_1MB1
1 = ;S?:[S? connection_1]PEWw256.8 Item Mame: 157:[57 Connection_1]ME1
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Access Path ]|
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= OPC
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Station Configuration Editor - [ONLINE]
Componznts ll:liegnc&tics |
Station  [KH1F150D Wode: aun_P
Index | Name Type Fing Status | FundSiop | Corn |

1 OFC Serves DPC Server ] B

2 CF 1613 CP 1613 ]

3

.\.a‘aw\.&&_méapc 6})Viwa| Basic MUJ: )

AL dle 5 S b Siemens OPC 4 £ Project > Refrences (¢ s 51 Visud Basic ;s -#

References - Projectl

fvailable References:

| Visual Basic For Applications

| Yisual Basic runtime objects and procedures

v| Yisual Basic objects and procedures
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E
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IS ol 35 eslizad ba @1 T iy i 5 OPC Sarver & Jlail (sl B @Sy Jlsies 31 Ol gin bl )
335055 LS EXe Sy |y yaie asl ol Lis WINCC 5l Sos (sl anli 5 oslizul (sl
55 o e 258 ool Computer 9, SIS Sy L aSTWiINce 4 by o Startup ise

L OT Jetal 5 ba Jlsges 5 p b 3,87 03lizel WINCC O3y G s 51 015 (o0 Sl e 3 Lo
sl a by e Dl gts . eons oo 5l 3 Lm0 Jlaxrl 0 1) 3l fsdsn 2508 (AL VB Lo s
3 shen 573 S o IV 3 5 s (2T cii g5 Ol 5 U]

SleMbl g3 ol G b 5148 T Bl oiSs sl it FOM &K 503 87 5L (st 053, VB s

b azd y 0T 53 L ol okl = PLC

5, Project1 - Microsoft Yisual Basic [design] - [Project1 - Form1

I Fle Edit Wiew Project Format Debug Run Query Diagram T
HB-ra-8 2 H L) »
m]
w Form1 =1

.ﬁ@;,\}\)ﬂ;uuj,b.\;{wewmode Ssn Sy SUISL @

Dim WithEvents Myserver As OPCServer Server i, (’U oy oS

Dim WithEvents Mygroup As OPCGroup Group ! (’U s

Dim Myitem As OPCltem Item !, (’U s

Dim myVaue As Variant

Dim myQuality As Variant
Dim myTimeStamp As Variant
Dim Serverhandles(1) As Long
Dim MyValues(1) As Variant
Dim MyErrors() AsLong

4l 33 oslitnl 550 Sbd ,ite il (o oS
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f_,\.lf s+ Connect ;T ol Properties>caption s 3 5 03,5 3,15 CommandButton & ¢ 5 3

:M};@bﬁ)muﬁVie\NCode
Set Myserver = New OPCServer Ld> OPC sleul

Myserver.Connect ("OPC.SimaticNET") OPC.SimaticNet 4 JLs!

Set Mygroup = Myserver.OPCGroups.Add("MyOPCGroup")

Ld>= Group sl

Set Myitem = Mygroup.OPCltems.Addltem("S7:[S7 connection_1 ]MWO0", 1)

b ks et 02T sl
sldsd 285 L Ol (gl CPU absl ysT 03,8 jesein s NEtPro s odd Cas a5 S7TConnection
Ol b b6 gl 1, CPU wuj\@ksuduw,ﬂgl}:@&upéﬁﬂuub:.,euv;ﬁ
Pale 358 o3l 5 (63, et pb ol 5V (2T a gl p Sl 3 Sl g5 S
Set Myitem2 = Mygroup.OPCltems.Addltem(" S7:[S7connection_1]1B3", 4)

Set Myitem3 = Mygroup.OPCltems.Addltem("S7:[S7connection_1 |DB1.W0", 1)
3 ged o3l Tag Olsins 55 WINCC 53 015 (oo b 02T ol IVB (sl 2l 1 g 1) S5
st pliy L el sl 8 5 sl aetls SCae b A5l 413 » S7 Comnection sl S1:Y S

NetPro (VL 8 05T G55 Sl 5135 e 55y B3 51 Sl 51 Olabl (61 A oot 5 50
NOt plis St 1) Sy SVl J g )3 5 487 KIS ol Jluasl 05 S Active sl <57

el I s dias OLas L3k 42ils 5 o 5 Jlasl 4S5 Available

Connection status |L|:u:aI IC» |F‘artner IC» |F‘ar‘tner |Type
W Mot availakble 1 =7 connection_4 SIMATIC PC Stati... - SY connection

el S35 Sloms g 3 505 Sl |, CP Simulation Il Simatic Net > Of sus Offline sla cos >

23,5 eslizwl Demo (‘U 3 o s el s Jlas!
Set Myitem = Mygroup.OPCltems.Addltem("S7:[Demo ]MWQ", 1)

sl 55 15T sl Comnect (sl &5 S alia . ol 5L 08" Disconnect 1,y s slS

Mﬂl)ﬂ)ubjuTCOde CA..ME):}VT&,A
Set Myitem = Nothing
Myserver.OPCGroups.RemoveAll
Set Mygroup = Nothing
Myserver.Disconnect
Set Myserver = Nothing
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Conrect |

Dizconnect

Disconnect A" 5 Jls CONNECt S Il 5 53 poal e 487 T 358 Cale ) o by o8 (61 &5
5355 b Disconnect 5 s b o S opl 03 87 SIS Comnect (555 (55 5 A8k b 8
5 Sosanl 53 358 Jleb Connect ,Ju;ﬁb.gfalﬁ;;girlfmsconnect S35 By yskien

:ﬁfébﬁ\ Iy 52 <l s Connect LJS" Code asb 55 4S” ol

Commandl.Enabled = False
Command2.Enabled = True
oS 15 25 5 sis Disconnect IS Code 4l 53
Commandl.Enabled = True
Command2.Enabled = False
Dy Al e e 3 S i | 4l e B

. Form1 M=

Connect

B

25 Pl b TEXEBOX a5 03 SIS REA pb L (6udS o 5 (oo 1y alable e Ol 5 4l 05T)
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I ciS” il () Edit_ReadQu o

I 00 0L 56 slod (51 Edlit_ReadTS o
Ao 5 Sl ey ke 0313 taled 55 OPC SCOUL 53 o7 i (63,150 Oles SBLI 5l bl 5
Text Box ,gﬂ;on&,,&;f,'\wUM,J@Read.x__SCode 3 1y 54l G Text Box

Dahosly ol s
Private Sub Command3_Click()
Myitem.Read OPCDevice, myValue, myQuality, myTimeStamp
Edit_ReadVal = myVaue
Edit_ReadQu = GetQuality Text(myQuality)
Edit_ReadTS = myTimeStamp
Exit Sub

‘.:,_T) e ,ldie  Myitem.Read OPCDevice, myVaue, myQuality, myTimeStamp ¢ s 4sb » s
03 s S US dads 3 Myvalue sy a5 okl (1) e MWO sl 5 ol 55 457 ok (i a5
waly szl 53 S e 4w ol 13,8 13 myTimestamp s 5 ol ol 206 5 myQuality

L G
533, 1y b luie GetQuality Text 2856 51«5 s uiS il ol Edit_ReadQuaS™ 5 44 4o 5
le 4adS” S sl b nline ASSB 5 5 5 0303 5 250 ST 4 ol e &S S My Quality 31

(Cl 5 Oy gy iSO ol sl w15 Ks , BAD L GOOD
Private Function GetQuality Text(Quality) As String
Select Case Quality
Case0: GetQualityText = "BAD"
Case64: GetQudityText = "UNCERTAIN"
Case 192: GetQualityText = "GOOD"
Case8: GetQualityText = "NOT_CONNECTED"
Case 13: GetQuadityText = "DEVICE_FAILURE"
Case16: GetQualityText = "SENSOR_FAILURE"
Case20: GetQualityText ="LAST_KNOWN"
Case24: GetQualityText = "COMM_FAILURE"
Case28: GetQudityText ="OUT_OF_SERVICE"
Case 132: GetQualityText = "LAST_USABLE"
Case 144: GetQualityText = "SENSOR_CAL"
Case 148: GetQualityText = "EGU_EXCEEDED"
Case 152: GetQualityText = "SUB_NORMAL"
Case216: GetQualityText = "LOCAL_OVERRIDE"
Case Else: GetQualityText = "UNKNOWN ERROR"
End Select
End Function
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Ty i RIBYYE 2> polass] r._._.k‘}a.:a &S gyldae At 3 Ol s> s Edit_Writeva

2 iabnass ab 0T s mh g Jes 4 b o2 sl Edit_writeRes oLl 53 Text Box
M};@.\:KCode

Private Sub Command3 _Click()
Serverhandles(1) = ItemObj.ServerHandle
MyValues(1) = Edit_WriteVal
Mygroup.SyncWrite 1, Serverhandles, MyValues, MyErrors
Edit_WriteRes = ServerObj.GetErrorString(MyErrors(1))
End Sub

et 52 0T 93 b ol L MWO Sl 015 (o G b oy bl ol 1y 5 p s Bl

Read li ]
Wiite | |
Dizconnect
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OPC b bl 51 33 Excel 3l o8kl (&l Jbo 1-11

Losls olas sheet ¢S 51, b (63555 Cunds Jle Olsims 5,8 e3lizul EXCEl Lomes ;3 OPC 5015 o
Jisss by Ol (oo BXCE Jamen 55 o5 1T 1 ins (oo 0L 1) polie ol 457 58 o 5 ool 5l
oS oo b |, Visud Basic & by e 4y 8 View > Toolbar (s sl 1l 38 g 5 40L 1 ¢Sy
b e 31355 Suley ol o ol 53 A8 SEVB L) 5 b Caad 3 8 SIS e 058 4 5
.4l » Tools>References —...é ,> Siemens OPC DA Automation o S

Liswe ;5 5 0dd okl OPC Law s PLC I PIW256 o ysT L o8 JUT (35,5 K Jldie o5 e 5o
sStart gl IS 55 558 g0 0ds3 OT O ,uis 5 (6l ahe Hlsgad 355 ¢ OT HIdie il 5 0sds Excel

el ods 43 S i 55 2 5 sl p
] File Edit  Wiew Insert  Format  Tools  Data  Window  Help  Adob
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1 |z072 20000
>
3 Start Exit OPC
4
5
B 25000
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20000
E]
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17 15000
i
13 10000
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15
15 S000
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19 1 >
g? = Series] 3072 20000
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bzl 9 VB 4 b g e Control Toolbox i sslecwl b EXCEl  asis ;5 EXit OPC ;5 Start sla LIS

35 EXIt_OPC 5 Start 4 T o Caption &ed )3 1

/}:} BEEE) Ll ol :)b Command Button

RSO o:;

* & 34400 3L Visual Basic Editor sl , View Code Clsly G cle LIS (55, Cunly SIS L

abyy JS 03 5 (g Sl gy s Ll sl ST ol s leb o a3 6T ST g2 O g

ol dmy dmis 53 sl .3 S ¢SS ol Toolbars sle 0T i <8 Visual Basic Editor s, of e

Dim WithEvents ServerObj As OPCServer
Dim WithEvents GroupObj As OPCGroup
Dim ItemObj As OPCltem

Dim myValue As Variant

Dim myQuality As Variant

Dim myTimeStamp As Variant

Dim Serverhandles(1) AsLong

Dim MyValues(1) As Variant

Dim MyErrors() AsLong

Dimi AsInteger

.Cf-ﬂ"‘

MUJ{)Je}L&Lw‘b)}A@Lw‘} L&j:::.aua_ﬁ

Private Sub Exit_ OPC_Click()
ServerObj.Disconnect
End Sub

.]aLJ)l EXit_OPC.L:.lf‘_;})&?lfQ)ra);
34 (5 pkad OPC Server |

Private Sub Start_OPC_Click()
cal F1

Fori=1To 200

ItemObj.Read OPCDevice, myValue, myQuality,
myTimeStamp

Sheet1.Cdlls(1, 2) = myVaue
Sheet1 Activate

Next
End Sub

b ol s Start 1S g5, S &) 40,
5 LUyl Jes U 35k 03 o FL 2856 !
byl 53 o 3,5 plonil 5 JUT lie il
aS ol ade , Myvalue s ol ol g ,ldie

Al e dlasl Y e gl a4
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Function Fl() ol )‘JQJ'.’ OPC L' .Jé\.:.')‘ ‘u\."." FCl .f"‘& ¢} BL
Set ServerObj = New OPCServer o o7 S € K,
ServerObj.Connect ("OPC.SimaticNET") 2 O 31 g 3 0 o 055 S5y e
Set GroupObj = S7 Connection 3 b 51 1, PIW256 45 42T
ServerObj.OPCGroups.Add("MyOPCGroup") Gk S (e
Set ItemObj = GroupObj.OPCltems.Addltem(" S7:[s7 é s Ul e
connection_1]piw256", 1) 225 o G

Serverhandles(1) = ItemObj.ServerHandle
End Function
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Symptom

Possible Cause

Suggested Action

High error rate

Damaged cable
Electrical noise near by
Wrong cabling used

Perform certification

No communications

Severed cable
Disconnected node
Incorrect wire map

Check for power to switch and device
Correct wiring and connection
Check wire map

No link indication

Severed cable
Disconnected connector
Device/switch powered down

Correct cut or disconnected cable/
connector

Replace defective switch/device
Caorrect power

Burst error indication

Noise-generating device
Poor cabling
Grounded shield

Correlate burst noise to burst errors.
Provide additional separation. Check
for improper grounding.

Check for low noise cabling.

Continuous error condition
(some data getting through)

Incorrect cabling for application or
noise level

Ground loop in cabling
Incorrect wire map

Use proper cabling to support
application.

Locate shorted shield and remove or
provide additional path for noise
current.

Correct wire map.

Continuous error condition

Severed cable
Check Link indicator
Disconnected node

Check for power to switch and device.
Replace defective switch/device

Correct wiring and connection.
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AG_SEND / AG_RECV cuzog sbus™ -1
USEND / URECV Cariog (Sdus™ —Y
BSEND / BRECV Cauriog (Slaus™ -V

PUT/GET Curiog Sdus™ —¢
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AG_SEND / AG_RECV uzog sbaas™ -

AG_SEND/AG_LSEND

DONE | ERROR | STATUS | Meaning

1 0 0000 H Job completed without error.

0 0 0000 H Not job being executed.

0 0 8181H Job active.

0 1 7000H This code is only possible with an S7-400; The FC was called with
ACT=0; the job has not yet been processed.

0 1 8183H No configuration or the service has not yet started on the Ethernet CP.

0 1 8184H Illegal datatype specified for the SEND parameter.- System error
(source data areaincorrect).

0 1 8185H LEN parameter longer than SEND source area.

0 1 8186H I1D parameter invalid. 1D!=1,2 to 64.

0 1 8302H No receive resources on the destination station; the receiving station
cannot process received data quickly enough or has not prepared any
receive resources.

0 1 8304H The connection is not established. The send job will be sent again only
after awaiting time of >100 ms.

0 1 8311H The destination station cannot be obtained under the specified Ethernet
address.

0 1 8312H Ethernet error on the CP.

0 1 8F22H Source areainvalid, for example:Area does not exist on the DBLEN
parameter <0

0 1 8F24H Area error reading a parameter.

0 1 8F28H Alignment error reading a parameter.

0 1 8F32H The DB number in the parameter is too high.

0 1 8F33H DB number error.

0 1 8F3AH Areanot loaded (DB).

0 1 8F42H Timeout reading a parameter from the I/O area.

0 1 8F44H Address of the parameter to be read is disabled in the access track.

0 1 8F7FH Internal error, eg. illegal ANY reference.e.g. parameter LEN=0

0 1 8090H No module with this base address exists.- The FC does not match your
system family (remember to use different FCs for S7-300 and S7-400)

0 1 8091H Module base address not at a double word boundary.

0 1 8092H Inthe ANY reference, atype other than BY TE is specified. (S7-400
only)

0 1 80A4H The communication bus connection between the CPU and CP is not
established. (with newer CPU versions)

0 1 80BOH The module does not recogni ze the data record.

0 1 80B1H The length information (in the LEN parameter) isincorrect.

0 1 80B2H The communication bus connection between the CPU and CP is not
established.

0 1 80COH The data record cannot be read.

0 1 80C1H The specified data record is currently being processed.

0 1 80C2H There are too many jobs pending.

0 1 80C3H Resources (memory) of the CPU temporarily occupied.

0 1 80C4H Communication error (occurs temporarily and a repetition in the user
program will often remedy the problem).

0 1 80D2H Module start address incorrect.
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AG_RECV /AG_LRECV

NDR ERROR | STATUS | Meaning

1 0 0000 H New data accepted.

0 0 8180H There are not yet any data available.

0 0 8181H Job active.

0 1 8183H No configuration or the ISO transport service has not yet started on the
Ethernet CP.

0 1 8184H Illegal datatype specified for the RECV parameter.- system error.

0 1 8185H Destination buffer (RECV) istoo short.

0 1 8186H ID parameter invalid. ID !=1,2....16 (S7-300).ID !=1,2....64.(S7-400)

0 1 8304H The connection is not established. The receive job will be sent again
only after awaiting time of >100 ms.

0 1 8F23H Source areainvalid, for example:Areadoes not exist in the DB.

0 1 8F25H Area error writing a parameter.

0 1 8F29H Alignment error writing a parameter.

0 1 8F30H Parameter isin the write—protected 1st act. data block.

0 1 8F31H Parameter isin the write—protected 2nd act. data block.

0 1 8F32H The DB number in the parameter istoo high.

0 1 8F33H DB number error.

0 1 8F3AH Destination area not loaded (DB).

0 1 8F43H Timeout writing a parameter to the I/O area.

0 1 8F45H Address of the parameter to be written is disabled in the access track.

0 1 8F7FH Internal error, e.g. illegal ANY reference.

0 1 8090H No module with this base address exists or CPU in STOP The FC does
not match your system family (remember to use different FCs for S7-
300 and S7-400)

0 1 8091H Modul e base address not at a double word boundary.

0 1 8092H Inthe ANY reference, atype other than BY TE is specified. (S7-400
only)

0 1 80A0H Negative acknowledgment reading from the module.

0 1 80A4H The communication bus connection between the CPU and CP is not
established.

0 1 80BOH The modul e does not recogni ze the data record.

0 1 80B1H Destination areainvaid.

0 1 80B2H The communication bus connection between the CPU and CP is not
established.

0 1 80COH The data record cannot be read.

0 1 80C1H The specified data record is currently being processed.

0 1 80C2H There are too many jobs pending.

0 1 80C3H Resources (memory) of the CPU temporarily occupied.

0 1 80C4H Communication error (occurs temporarily and arepetition in the user
program will often remedy the problem).

0 1 80D2H Module start address incorrect
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USEND / URECV Curog Sldus™ ¥

USEND

ERROR

STATUS
(Decimal)

Explanation

11

Warning:
* New job cannot take effect since previous job is not yet completed.
» Thejob is now being processed in apriority class having lower priority.

25

Communication has started. The job is being processed.

Communications problems, for example:

« Connection description not loaded (local or remote)

« Connection interrupted (for example: cable, CPU off, CPin STOP mode)
« Connection to partner not yet established -Maximum number to parallel
jobs/instances exceeded

Error in the send data area pointers SD_i involving data length or data type.

10

Access to the local user memory is not possible (for example, accessto a
deleted DB)

12

When the SFB was called

« Aninstance DB was specified that does not belong to SFB "USEND"
* No instance DB was specified, but rather aglobal DB.

* No instance DB found (loading new instance DB from PG).

18

R_ID exists already in the connection ID.
Additional for S7-300:

-The instances were overloaded at CPU RUN (STOP-RUN transition of
the CPU or CP required.)

20

S7-400: Not enough work memory available. If thereis still enough total

work memory available, then the solution is to compress the work
memory.

H system: afirst call of SFB is not possible during an update since the

communication buffer in the work memory is being created. Measures that
change the work memory are not possible during an update.

S7-300:
-Maximum number of parallel jobs/instances exceeded

-The instances were overloaded at CPU-RUN (STOP-RUN transition of
the CPU or CP required.)

-Possible when first called

27

Thereis no function code in the CPU for this block.

URECV

Overrun warning: older received data are overwritten by newer received data
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0 11
Warning: The recelve data are now being processed in a priority class having
lower priority.
0 25 Communication has started. The job is being processed.
1 1 Communications problems, for example:
« Connection description not loaded (local or remote)
« Connection interrupted (for example: cable, CPU off, CPin STOP mode)
« Connection to partner not yet established
» Additional for S7-300: -Maximum number of parallel jobs/instances exceeded
1 4
Errorsin the receive area pointers RD_i involving the data length or the data
type.
1 10
Access to the local user memory not possible (for example, accessto a deleted
DB)
1 12 When the CFB was called
 Aninstance DB was specified that does not belong to SFB "URCV"
* No instance DB was specified, but rather aglobal DB
» No instance DB was found (loading a new instance DB from the PG).
1 18
R_ID already existsin the connection ID. Additional for S7-300: -The instances
were overloaded at CPU-RUN (STOP-RUN transition of the CPU or CP
required.)
1 19
The corresponding SFB/FB "USEND" is sending data faster than the SFB/FB
"URCV" can copy them to the receive areas ."
1 20
S7-400: Not enough work memory available. If thereis still enough total work
memory available, then the solution is to compress the work memory. H system:
afirst call of SFB is not possible during an update since the communication
buffer in the work memory is being created. Measures that change the work
memory are not possible during an update.
S7-300:
-Maximum number of parallel jobs/instances exceeded
-The instances were overloaded at CPU-RUN (STOP-RUN transition of the
CPU or CP required.) -Possible when first called
1 27 Thereis no function code in the CPU for this block.
BSEND / BRECV cuwreg slaus -V
BSEND
ERROR STATUS Explanation
(Decimal)
0 11 Warning:
* New job cannot take effect since previous job is not yet completed.
» The job isnow being processed in a priority class having lower priority.
0 25 Communication has started. The job is being processed.




‘:.JV;\ C)lbLESJ\JJ Cuasd 9 ‘S‘A.\S Ya.

Communication problems, for example:

« Connection description not loaded (local or remote)

« Connection interrupted (for example: cable, CPU off, CPin STOP mode)
« Connection to partner not yet established

* Additional for S7-300:

-Maximum number of parallel jobs/instances exceeded

Negative acknowledgement from the partner SFB/FB. The function cannot
be executed.

R_ID isunknown on the connection specified by the ID or the receive
block has not yet been called.

Error in the send area pointer SD_1 involving the datalength or the data
type or the value 0 was transferred with LEN.

Reset request was executed.

Partner SFB/FB isin the DISABLED state (EN_R hasthe value 0). Also
check the input parameters of the BRCV block for consistency with the
BSEND block.

Partner SFB/FB isin the wrong state. The receive block was not called
again after the last data transmission.

Access to remote object in the user memory was rejected: The target area
for the corresponding SFB/FB 13 "BRCV" istoo small. The corresponding
SFB/FB 13 "BRCV" reports ERROR = 1, STATUS =4 or ERROR =1,
STATUS=10.

Access to the local user memory not possible (for example, accessto a
deleted DB).

When the SFB was called

* Aninstance DB was specified that does not belong to SFB 12
« No instance DB was specified, but rather a global DB.
« No instance DB found (loading a new instance DB from the PG).

R_ID already existsin the connection ID. Additional for S7-300:

-The instances were overloaded at CPU-RUN (STOP-RUN transition
of the CPU or CP required.)

S7-400: Not enough work memory available. If thereis still enough
« total work memory available, then the solution is to compress the work
memory.
H system: afirst call of SFB is not possible during an update since the
e communication buffer in the work memory is being created. Measures
that change the work memory are not possible during an update

e S7-300:
-Maximum number of parallel jobs/instances exceeded

-The instances were overloaded at CPU-RUN (STOP-RUN transition
of the CPU or CP required.)

-Possible when first called
-Memory bottleneck in CP

Thereis no function code in the CPU for this block.
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BRECV
STATUS )
ERROR (Decimal) Explanation
0 1 . . . o .
Warning: The receive data are now being processed in a priority class having
lower priority.
0 17 ) o
Warning: block receiving data asynchronously. The LEN parameter shows the
amount of data already received in bytes.
1 1
Communications problems, for example:
 Connection description not loaded (local or remote)
* Connection interrupted (for example: cable, CPU off, CPin STOP mode)
« Connection to partner not yet established
« Additional for S7-300: -Maximum number of parallel jobs/instances exceeded
1 2 Function cannot be executed (protocol error).
1 4
Error in the receive area pointer RD_1 regarding the data length or data type.
The sent datafield islonger than the receive area
1 5 Reset request received, incomplete transfer.
1 8
Access error in the corresponding SFB/FB 12 "BSEND". After the last valid
data segment has been sent, ERROR =1 and STATUS =4 or ERROR =1 and
STATUS = 10 is reported.
1 10 )
Access to the local user memory not possible (for example, access to a deleted
DB).
1 12 When the SFB was called
» Aninstance DB was specified that does not belong to SFB 13
*» No instance DB was specified, but rather agloba DB.
» No instance DB found (loading a new instance DB from the PG).
1 18
R_ID already existsin the connection ID. Additional for S7-300: -The
instances were overloaded at CPU-RUN (STOP-RUN transition of the
CPU or CPrequired.)
1 20 S7-400: Not enough work memory available. If thereis still enough total
work memory available, then the solution is to compress the work memory.
H system: afirst call of SFB isnot possible during an update since the
communication buffer in the work memory is being created. Measures that
change the work memory are not possible during an update. S7-300: -
Maximum number of parallel jobs/instances exceeded - The instances were
overloaded at CPU-RUN (STOP-RUN transition of the CPU or CP
required.) -Possible when first called -Memory bottleneck in CP
1 27 Thereis no function code in the CPU for this block.
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PUT/GET curog Slaas -¢

PUT
STATUS .

ERROR (Decimal) Explanation

0 11 . . . L

Warning: « New job cannot take effect since previousjob is not yet completed.

» The job is now being processed in a priority class having lower priority.

0 25 Communication has started. The job is being processed.

1 1 Communications problems, for example:

 Connection description not loaded (local or remote)

« Connection interrupted (for example: cable, CPU off, CPin STOP mode)
« Connection to partner not yet established

» Additional for S7-300: -Maximum number of parallel jobs/instances
exceeded

1 2 ) ) )

Negative acknowledgement from the partner device. The function cannot be

executed.

Errorsin the send area pointers SD_i involving the data length or the data

1 4 type.

1 8 Access error on the partner CPU.

1 10

Access to the local user memory not possible (for example, accessto a deleted

DB)

1 12 When the SFB was called,

« Aninstance DB was specified that does not belong to SFB 15

. » No instance DB was specified, but rather a shared DB.

» No instance DB found (loading a new instance DB from the PG).

1 20 e S7-400: Not enough work memory available. If there is still enough total
work memory available, then the solution is to compress the work
memory.

* Hsystem: afirst call of SFB is not possible during an update since the
communication buffer in the work memory is being created. Measures that
change the work memory are not possible during an update.

» S7-300:

-Maximum number of parallel jobs/instances exceeded

-The instances were overloaded at CPU-RUN (STOP-RUN transition of
the CPU or CP required.)

-Possible when first called

1 27 Thereis no function code in the CPU for this block.

GET

0 11

Warning: » New job cannot take effect since previous job is not yet completed.

» The job isnow being processed in a priority class having lower priority.

0 25 Communication has started. The job is being processed.
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Communications problems, for example:

« Connection description not loaded (local or remote)

« Connection interrupted (for example: cable, CPU off, CPin STOP mode)
« Connection to partner not yet established

« Additional for S7-300: -Maximum number of parallel jobs/instances
exceeded

Negative acknowledgement from the partner device. The function cannot be
executed.

Errorsin the receive area pointers RD_i involving the data length or the data
type.

1 8 Access error on the partner CPU.

Access to the local user memory not possible (for example, access to a deleted
DB)

1 12 When the SFB was called,

« Aninstance DB was specified that does not belong to SFB 14.

« No instance DB was specified, but rather a shared DB.

» No instance DB found (loading a new instance DB from the PG).

1 20 e S7-400: Not enough work memory available. If thereis still enough total

work memory available, then the solution is to compress the work
memory.

e H system: afirst call of SFB is not possible during an update since the

communication buffer in the work memory is being created. Measures
that change the work memory are not possible during an update.

e S7-300:
-Maximum number of parallel jobs/instances exceeded

-The instances were overloaded at CPU-RUN (STOP-RUN transition of
the CPU or CP required.)

-Possible when first called

1 27 Thereis no function code in the CPU for this block.
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ASI

AUI

BNC

CP

CRC

CSMA/CD

DA

DCS

DIX

DTE

ELM

ELS

EMI

ERP

ESM

FO

FOIRL

FTP

HMI

Actuator Sensor Interface

Attachment Unit Interface

British Naval Connector

Communication Processor

Cyclic Redundancy Check

Carrier Sense Multiple Access / Collision Detection

Destination Address
Distributed Control System
Digital Intel Xerox

Data Terminal Equipment
Electrical Link Module
Electrically Lean Switch
Electromagnetic Interference
Enterprise Resourse Planning
Electric Switch Module

Fiber Optic

Fiber Optic Inter Repeater Link
File Transfer Protocol

Human Machine Interface

Yas
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IT Information Technology
ITP Industrial Twisted Pair
LAN Local Area Network
LLC Logical Link Control
MAC Media Access Control
MES Manufacturing Execution System
MIS Management Information System
MLT Multi Level Transition
MPI Multi Point Interface
NRZI NonReturn to Zero — Inverted
OLM Optical Link Module
omMC Optical Media Convert
oP Operator Panel
OPC OLE for Process Control
ORM Optical Redundancy Module
oSl Open System Interconnection
OsSM Optical Switch Module
PLC Programmable Logic Controller

PN

ProfiNet
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PVV Path Varriability Value

RFC Request For Comments

RFI Radio Frequency Interference
SA Source Address

SAP Service Access Point

SDA Send Data with Acknowledge
SDN Send Data without Acknowledge
SFD Start of Frame Delimiter

STP Shielded Twisted Pair

TCP/IP Transport Control Protocol / Internet Protocol
TP Touch Panel

TP Twisted Pair

TSAP Transport Service Access Point
UDP User Datagram Protocol

uTpP Unshielded Twisted Pair
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S7-CPsfor Industrial Ethernet

Information Technology in SSMATIC S7

Triaxial Networks

System Software for S7-300/400 System and Standard
Functions

Industrial Twisted Pair and Fiber-Optic Networks
Introduction to the OPC Server for SMATIC NET
Introduction to the OPC Server for SMATIC NET
NCM S7 Manuals

Practical Networking With Ethernet

Practical Industrial Data Networks: Design, Installation and
Troubleshooting

Industrial Ethernet Planning and Installation Guide

Ethernet/IP Media Planning and Installation

Introduction to Networking

TCP/IP Protocol Suite and IP Addressing

Semens

Semens

Semens

Semens

Semens

Semens

Semens

Semens

CharlesE.

Spourgeon

Seve Mackay
Edwin Wright
Deon Reynders
John Park
IAONA

ODVA

CISCO

CCNA
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e  TCP/IP Transport and Application Layer CCNA
e  Ethernet Fundamentals CCNA
e Industrial Solutions Indusol
e INTERCONNECTION OF INFORMATION TECHNOLOGY ISO/EC
EQUIPMENT
e  Ethernet Technical Summary Techfast
e  Data Communications and Networking Janice Regan
e  Standardization of Ethernet Hirschman
e  Engineering Requirement of Industrial Networks Raj Battra
e |EEE802Part3 IEEE
e  OLE for Process Control (OPC) Common elements Prof. Dr. H.
Kirrmann
e  OPCIntroducing & Implementing an Industry Sandard Thomas J.
Burke
e www.siemens.com/automation/service& support Semens
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